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REVISED CBN ANTI-MONEY LAUNDERING/COUNTER  TERRORISM
FINANCING (AML/CFT) REGULATION, 2009

In October 2009, the CBN circulated the Anti-Money Laundering/Counter Terrorism
Financing (AML/CFT) Compliance Manual as an Exposure Draft for comments from
stakeholders via our circular Ref: BSD/DIR/GEN/AML/03/009/1.

The Manual has now been finalized and gazetted to give it full effect of law. It is now
renamed as “CBN AML/CFT REGULATION (2009)" and can be accessed on the CBN
website, www.cenbank.org.

Consequently, all banks and other financial institutions are, by this circular, required to
comply with the requirements of the CBN AML/CFT Regulation attached to this circular.

The Exposure Draft released vide our circular Ref: BSD/DIR/GEN/AML/03/009/1 of
October 2009 is hereby recalled.
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INTRODUCTION

There have been increased stringent AML/CFT measures worldwide, particularly
since the September 11, 2001 terrorist attaeks in the U.S. Nigeria, not being left out in the
global efforts to tight the menace. has taken some AML/CFT measures in recognition of
the dangers posed.

With ihe enactment of AML/CF 1 legislations in Nigeria, the country is giving incroased
attention Lo implementing these laws. Tndeed, the benefits of having AMLU/CFT laws in
place would not be realized unless there is diligenl implementation of the enforcement
measures by the CBN and coimnpliance by financial institutions, It is against the above
back eround that this AML/CFT Regulation was developed for (he guidance of the financial
instilutions under the regulatory purview of the CBN.

The Regulaiion has been enriched by the enabling AML/CFT legislation enacted by
Nigeria. particularly by the relevant FATF-Recommendations, the Guidelines of the Basle
Cemmittes on Banking Sapervision and some international best practices documents.

To provide a further guide und to avoid ambiguoity, the Guidance on KYC is also
provided to assis financiz! institations i their implementation ol this Regulation.

Porrose ann OVERVIEW OF T35 REGULATION

Financing of Terrorisri {IFT) is delined here (o include both legitmate and illegitimate
money characterized by concealment of the origin or intended criminal use of the funds.

Money Laundering (ML) is defined as the process whereby criminals attempt to
conceal the origin and/or ownership of property and assets'that are the fruils or proceeds of
criminal activities. 1t is, thus, a derivative crime.,

Money laundering and terrorist financing are global phenomena and there has been
growing recognition in recent times, and indeed well-documented evidence, that both money
laundering and terrorist financing pose major threats to international peace and securily
which could seriously undermine Nigeria's development and progress.

Consequenily, concerted global efforts have heen made to check (hese crimes. Financial
inshilutions. in partcular, have come under unprecedented regulatory pressure o enhance
their montlaring and surveillance sysiems with a view to preventing, detecting and
responding appropriately to money taundering and terrorist financing.

This Regulation covers the following key areas of AMLICFT policy; compliance
olficer desiznarion and duties; Lhe requirement to cooperate with the compelent/supervisory
authorilics; customer due diligence: menitorimg and responding 10 suspicious transactions;
reporting requirements; record keeping; AMLICFT employee Lraining program, among
athers.

Finanei=l mstilutions are exposed to varying money laundering risks and serious
financial and reputational damage if they fail 10 manage these risks adequalely. Diligent
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implementation of the provisions of this Regulation would not only minimize the risks
faced by financial institutions of being used to launder the proceeds of crime but also
provide protection against fraud and reputational and financial risks. In this connection,
the affected institutions are urged to adopt a risk-based approach in the identification and
managzement of their AML/CFT risks.

Nigerian financia) institutions are also reminded that AML/CFT laws in all the
jurisdictions in which they operate should not only designate money laundering and predicate
offences but should prescribe sanctions for non-compliance with the relevant laws and
regulations on customer due diligence, non-rendition of prescribed reports and not keeping
of appropriate records. It is, therclore, in their best interest to entrench a cullure of compliance
which would be facilitated by this Regulation.

This Regulation is structured in 1wo parts. Part A is made up of the new AML/CFT
Direclives while Part B provides guidance on KYC.

4




S. 1. 40 of 2009

ANTLI-MONEY LAUNDERING/ COMBATING FINANCING OF
TERRORISM (AML/CIFT) REGULATION
FOR BANKS AND OTHER FINANCIAL INSTITUTIONS IN NIGERIA

The Governor ol the Central Bank of Nigeria in exercise of the powers conferred
an him under Section 57(1) of the Banks and Other Financial Institutions Act, 2004 and
ol all nther powers enabling hiw in that bebalf hereby issues Anti-Money Laundering/
Combating Financing of Terrorism (AML/CFT) Regulation for Dauks and othier Financial
Inslitntions in Nigeria.

Part A—AML/CFT DIRECTIVES
AML/CET InsTrrutional PoLicy Framiwonk

1. Every linancial institution is required o adopt policies stating its
commmitment to comply with AML/CFT obligations under the law and
regulalory directives and 1o actively prevent any transuction thar otherwise
facilitates criminal activity or terrorism.

Every financial institution is requested to formulate aud implement
internai controls and other proeedures that will deter criminals from using its
facilities for money laundering and terrorist financing and o ensure that jts
obligations are always me.

Each financial institution is reguired to designate its AML/CFT Chicf
Compliance Officer with the refevant competence, authority and
independence o implement the institution’s AML/CFT compliance
programime.

The dulies of the AMUCF}' Compliance Officer, among others, include ;

() Developing an AML/CFT Compliance Prograinme |

(i) Receiving and vetting suspicions transaction reports from staff ;

{iii) Filing suspicious transaction reports with the NFIU ;

{iv) Rendering "nil” reports with the NFIU, where necessary to ensure
compliance ;

{v) Ensuring thal the financial institntion’s compliance programme is
implemented |

(vi) Co-ordinating the training of staff in AML/CFT awareness, detection
methods and reporting requirements ; and

(vii) Serving both as a liaison officer with the CBN and NFIU and a
point-ot- contact for all employees on 1ssucs relating Lo money laundering
and terrorist financing.

Each financial institution is required to state that it will comply promaptly
with all the requests made in pnrsuant with the law and provide information
to the CBN. NFIU and other relevant government agencies.
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Each financial institution’s procedures for responding to authorised
requests for informetiop on meney laundering and terrorist financing are
required to meet the foliowing:

(1) searching innnediately the institution’s records ') determine whether it
maintains or has maintained any account for or his engaged in any transaction
wilh each individual, entity, or organisation named in the request |

(if) reporting promptly to the requesting authority the outcome of the
sewrch ; and
(iif) protecting e security and confidentiality of such requests.
Seope of
Olfensive
Proceeds.

1.1.1. Financial insiitutions are required to tdentily and report (o the

CBN & NFIU, the proceeds of crime derived from the following :

Participation in an organized criminal group and rackeleering ;

Terrorism. including terrorist financing ;

Trafficking in human beings and migrant smuggling :

Sexual exploitation. mcluding sexual exploitation of children ;

Iicit trafficking in narcotic drugs and psychotropic subslances :

Tlictt arms tratficking .

THicit trafTicking in stolen and other goods |

Cormption and bribery

Fraud ,

Counterfeiting currency ;

Counterfeiting and piracy of products :

Eavironmental crime :

Murder, grievous bodily injury :

Kidnapping, illegal restraint and hostage-iaking ;

Robbery or theft :

Smuggling ;

Extortion ;

Forgery :

Piracy : and

Insider trading and market manipulation.

;?l::z::: = L.2. Financial institution secrecy and conlidentiality laws shall not in

against ML/ @7y way, be used to inhibil the implementation of the requirements in this
TF. Regulwion in view ol sections 38 of EFCC Act, 2004; 12 of MLP Act, 2004
and 33 of the CBN Act, 2007. The Acts eited here have given the relevant




authorities the power required to access information to properly perform their
funcrions in combating money laundering and financing of terrarism; the
sharing of informalion herween competent authorities. either domestically or
internationally; and the sharing of informaltion between financial institntions.
where this is required or necessary.

1.3. Financial institutions are not permitted to keep anonymoeus accounts
or accounts in liclitious names.

1.3.1. Financial institutions are required to undertake customer due
diligence (CIDD) measures when :

1.3,L.1. business relations are established ;

1.3.1.2. carrying oul occasional Iransactions above the applicable
designated threshold of $1,000 USD or its equivalent or as may be
determined by the CBN from time (o time. including where Lhe
transaction is carried out in a single operation or several operations that
appear o be linked.

1.3.1.3. carrying oul cccasional transactions that are wire (ransfers,
including those applicable to cross-border and domestic transfers
belween financial institutions and when credit or debit cards are used as
a payment system to effect money transfer. It does not, however, in¢lude
the following types of payment ;

- any transfer flowing from a transaction carried ocut vsing a credit
or debit card so long as the credit or debit card number accompanying
such ransfers does flow Irom the ransactions such as withdrawals
Srom a bank account through an ATM machine, cash advances
Jrom a credit card or payment for goody.

{inancial institution -to- financial institntion transfers and
settlements where both the originator-person and the beneficial-person
are financial institutions acting on their own behalf,

1.3.1.4. thereis a suspicion of money laundering or terrorist financing,
regardless of any exemptions or any other thresholds referred to in this
Regulation : or

1.3.1.5  There are doubts about the veracity or adeguacy of

previously obtained customer identification data.

Financial institutions, however, are not required (after obtaining all
the necessary docnments and being so satisfied) to repeatedly perform
identification and verification exercise every time a customer conducls a
fransaction.

Customer
Due
Diligence
{Cpn).

When CDD
Iz Required.
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cDD
Measuares.

1.4.1 Financial institutions are required to identify (heir customers
{whether permanent or occasional; natural or legal persons; or legal
arrangemeits) and verify the customers’ identities using reliable,
independently sourced documents, data or informabien. All financial
institutions ave requircd (o carry out the full range of the CDD measures
in ihis Regulation. llowever, in reasonable circumstances, financial
institutions can apply the COD nieasures on a risk-sensitive basis.

1.4.2 Types of customer information to be obtained and tdentiflication
daia to be used (o verily the information are provided as Appendix A 1o
this Regulation.

In vespect of customers that are legal persons or legal arrangements,
financial institulions are required :

(@) to verify any person purporling to have been authorized to act on
behalf of such a customcer by obtaining evidence of his/her identity and
verifying the identity of such a person ; and

{(h) to verify the legal status of the legal person or legal arrungement
by obtaining proof of incerporation from the Corporate Affairs
Commission {(CAC) or similar evidence of establishment or existence
and any cther relevant infermation.

i.4.3. Financial institutions are required to identify a beneficial-owner
and take reasonable measures to verify his/her ideatity using relevant
inforination or data obtained fromn a reliable source 1o satisfy themselves
that they know who the beneficial-owner is.

1.4.4. Financial institutions are required in respect of all customers to
determine whether or not a custoiner is acting on behalf of another person.
Where the customer is acting on behalf of another person, the F1is required
to take reasonable steps to obtain sufficient identification-data and to verily
the identity of that other person.

1.4.5. Financial institutions are required to take reasonable measures
in respect af customers that are legal persans or legal arrangements to .

() understand the ownership and control structure of such a customer ; and

(b) determing the nafural persons that uitimately own or control the
customer.

The natural persons include those persons who exercise ulliinate and
effective controj over the legal person or arrangement. Examples of types
of measures needed o satisfaciorily perform this function inelode :

» For companies - The natural persons are those who own the
controlling interests nd those who comprise the mind and management
of the comnpany ; and
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* For friests — The natural persons are the settlor, the trustee and person
exercising effective control over the trust and the beneficiaries.

Where the customer or the pwner of the controlling interest is a public
company stehject to regulatory disclosure requirements (i.e. a public company
listed on a recognized stock exchange) il is not necessary to identify and
verify the identity of the shareholders of such a public company.

1.4.6. Financial institutions are required to ebiain information »n the
prrpose and intended nature of the busiress relationship of their potential
customers.

1.4.7. Financial instilutions are required 1o conduct engeing dne
diligence on the business relationship as stated hy the customers above.

1.4.8. The ongoing due diligence above includes scrutinizing the
transactions undertaken by the customer throughout the course of the
financial institulion/customer relationship to ensure that the transactions
being conducted are consistent with the financial institution's knowledge
of the customer, its business and risk profiles, and the source of funds
{wherc necessary).

1.4.9. Financial Institutions are required (o ensure that documents, data
or information collected under the CDD-process are kept up-to-daie and
relevant by undertaking reviews of existing records, particularly the records
in respect of higher-risk business-relationships or customer categories.

1.5.1. Financial instiwations are required to perform enhanced due Higher Risk
diligence for higher-risk customer, business relationship or transaction. ~ CUStomers.

Examples of higher-risk customers :

{@) Nen-resident customers ;

(/) Private banking customers ;

{c) Legal persons or legal arrangements such as trusts that are
personal-assets-holding vehicles |

{d) Companies thai have nominee-shareholders or shares in bearer
form ; and

{e) Politically exposed persons (PEPs), cross-border banking and
business relationships, etc.

1.5.2: Where there are low risks, financial institutions are reguired to
apply reduced or simplified measures. There are low risks in cirenmstances
where the risk of money laundering or terrorist financing is lower, where
information on the identity of the customer and the beneficial owner of
a customer is publicly available or where adeguate checks and controls
exist elsewhere in national systems. In circumstances of low-risk, financial
institutions arc required to apply the simplified or reduced CDD measures
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Lower Risk
Customers,
Transaclions
or Products.

Timing of
Verification.

when identifying and veritying the identity of their customers and the
beneficial-owners.

[.6.1. These include:

1.6.1.1. Financial institutions—provided they are subject 1o the
requirements for the combat of meney laundering and terrorist firancing
which are consistent with the provisions of this Regulation and are

supervised for compliance with them :
Y |

1.6.1.2. Public companies (listed on a stock exchange or similar
situations) that are subjeet to regulatory disclosure requirements

1.6.1.3. Governinent ministrics and parastatals /enterprises ;

1.6.1.4. Life insurance policies where the annual premium and single
monthly premiuin are within the threshold determined by NAICOM ;

1.6.1.57 Insurance policies [or pension schemes il there is no
swrrender-value clause and the policy cannot be used as collateral ;

1.6.1.6. A pension, superannuation or similar scheme that provides
retirement benefits 10 employees, where contributions are made by way
ol deduction from wages and the scheme rules de not permit the
assignimment ol a memher's interest under the scheme ; and

1.6.1.7. Beneficial-owners of pocled-accounts held by Designated
Non-Financiil Businesses and Professions (DNFBPs) provided that they
are suhject to the requivements for the combat of mnoney laundering
aud terrorist financing consistent with the provisions of the Money
Laundering (Prohibition) Act, 2004.

1.6.2. Financial institutions that apply simplified or reduced CDD
measures to customers resident abroad are required to limit such Lo
customers in countries thal have effectively implemented the FATF
Recommendations.

1.8.3. Simplified CDD measures are not acceptable and therefore
cannol apply (o a customer whenever there is suspicion of money
laundering or terrorist financing or specific higher risk scenarios. In
such a circumstance, enhanced dne diligence is mandatory.

1.6.4, Financial institutions are to adopt CDD measures on a risk
sensitive-basis. Examples of higher risk categories are included in item
1.5.1(¢ = ¢) gbove and financial instilutions are required to determine in
each case whether the risks are low or not, having regard to the type of
customer, product, transaction or the location of the customer. Where there
is doubt, financial institutions are directed to clear with the CBN.

1.7.1. Financial institutions are required to verily the identity of the
customer, beneficial-owner and cecasional gustomers before or during




the course of establishing o business relationship or conducting
transaciions for them.

1.7.2. Financial institutions are permitted to complete the vervification
of the identity of the customer and beneficial owner following the
establishiment of the business relationship, only when :

(c) this can lake place as soon as reasonably pracricable :

{h) il is essential not to interrupt the normal business conduct of the
customer ; and

(¢) the money laundering risks can be effeclively managed.

1.7.3. Examples of sitnations where it may he essential nof to interrupt
the normal conduact of business include -

O  Non face-to-face business.

[0 Securities transactions — h the securities industry, companies
and intermediaries may be required (o perform transactions very rapidly,
according o the market conditions at the time the cuslomer is contacting
them and the performance of the ransaction may be required before
verification ol identity is completed.

0 Life insurance business in relalion lo identification and
verification of the benefieiary under the policy. This may take place
alter the business relationship with the policyholder is established. bul
in all such cazes, identification and verification should occur at or before
the time of payout or the rime when the beneliciary intends to exercise
vested rights under the palicy.

1.7.4. Where a customer is permitied to ulilize the business relationzhip
prior to verification, financial institutions are required to adopt risk
management procedures concerning the conditions under which this may
accur. These procedures include a set of measures such as a limitation
of the number, types and/or amount of transactions that can be performed
and the monitoring of large or complex transactions being carried out
outside the expected norms for chat type of relationship.

1.8.1. The financial institution which does not comply with iteray £.4.1
to 1.4.6 ubove is ;

(e} not permitted 0 onen the account, comnmence business relations
or perlorm the transaction : and
{f#) required to render a suspicious ransaction report to the NFIU.
1.8.2. The financial institution that has already commnenced the business
relationship (e.g. tlems £.3.0.5, 1L.7.2 or 1.9.1, 141 to 1435 above) is

required to terminate the business relationship and render suspicious
transaction reports to the NFIU.
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1.9.1. Financial institutions are required 1o apply CDD requirements
to existing customers on the basis of materiality and risk and to continue
to conduct due diligence on such existing relationships at appropriate times.

1.9.2. The appropriate time to conduct CDD by financial institutions is

when («) a transaction of significant value lakes place, (5) a customer

documentation standards change substantially, (¢} there is a material change
in the way thal the account is operated. and () the institution becomes
aware that it lacks sullicient information about an existing customer.

The financial institution is required to properly identify the customer
in accordance with these criteria. The customer identification records
should be made available to the AML/CFT compliance officer, other
appropriate staff and competent anthorities.

1.16.1. PEPS are individuals who are or have been entrusted with
prominent public  funciions in Nigeria andfor foreign countries and peaplef
entities associcated with them.

Examples of PEPs include, but are not limited o

Heads of State or government ;

State Governors ;

Local government chairmen ;

Senior politicians ;

Senior governinent officials ;

Tudicial or military officials ;

Senior execulives of state owned corporations ¢

Important politicul party officials ;

Family members or close associates of PEPs ; and

Members of Royal Families.

1.10.2. Financial institutions are required, in addition to performing

CDD measures, to put in place appropriate risk management systems 10

determine whcther a potential customer or existing customer or the
beneticial-owney is a politically exposed person.

1.10.3. Financial institntions are also required to obtain senior
managemenl approval hefore they establish bnsiness relationships with a
PEP and te render monthly returns on all their transactions with PEPs to
the CBN and NFIU.

1.10.4. Where a customer has been accepted or has an ongoing
relationship with the financial institution and the customer or beneficiai-
owner is subsequently found (o be or becomes a PEF, the financial
institution is required (o obtain senior management approval in order to
continie the businesys relationship.




1.10.5. Financial instilutions are required to take reasonable measures
to establish the source of wealth and the source of funds of customers
and beneficial-owners identified as PEPs.

1.10.5. A Financial institution in a business relationship with a PEP is
required to conduct enhanced ongoing monitoring of that relationship. In
the event of any transaction that is abnormal, Fls are required to flag
the account and to report immediately to the NFIU.

1.11. Correspondent banking is the provision of banking services by
one bank (the correspondent bank) to another bank (the respondent bank).
Large international banks typically acl as correspondents for thousands of
other banks around the world. Respondent banks may be previded with a
wide range of services, including cash management {e.g. interest-bearing
accounts in a variety of currencies), international wire transfers of funds,
cheque clearing, payable-through-zccounts and foreign exchange services.

1.11.1. In relation to cross-horder and correspondent bimking and other
similar relationships, financial institutions are required to, in addition to
performing the nermal CDD measures, take the following measares :

= Gather sufficient information about a respondent institution to
understand fully the nature of its business; and to determine from publicly
available information the reputation of the institution and the quality of
supervision, including whether or not it has heen subjecl to a money
laundering or terrorist financing investigation or regulatory action.

* Assess the respondent institution ‘s AMI/CFT controls and ascertain
that they are in compliance with FATF standard.

* Obtain approval from senior management before establishing
correspondent relationships.

* Document the respective AML/CET responsibilities of sueh institution.

(1112, Where a correspondent relationship involves the maintenance of
payable-through- account, the financial institution should be satisfied that :

{a@) its customer {the respondent bank or financial institution) has
perforined the normal CDD obligations on iis customers that have direct
access 10 the accounts of the correspondent {inancial institution ; and

(b) the respondent financial institution is able (o provide relevant customer
identification data upon request to the correspondent {inancial institution.

[.12.1. Financial insiitutions ar€ required fo have pelicies in place or
take such measures as may be needed to prevent the misuse of
technological developments such as infernationally accepted Credit or
Debit Cards and mobile Telephone Banking systems for purpose of money
laundering and terrorist financing schemes.
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1.12.2. TFinuancial institutions are required to have policies and
proceduares in place to address any specific risks associated with non-

Jace to face business relationships or transactions. These policies and

procedures shall be dpplied automatically when establishing customer
relationships and conducting ongaing due didigence. Measures for munaging
the risks shoultt elude specific and effective CD procedures thal apply
to non-fuce 1 = Uil

=203 francial insutution that refies wpon a thivd party should
immediateiy obtain the necessary information concerning property which
hax been luundered or which constitutes proceeds froumn, instrumentalities
used in and imended for nse in the commission of money lannderi

and financing of tervorisur or other predicale offences. Such finan
inklitution should satisfy Weell thab coptes o slentificetlon bty anl other
relevant documentation relnting wo the COI requirenignis will be maide
aviilable from the third party upom regues! withont del

1.[2.4. The Financiad basatution snould saiiats L sliat the Hrird parisy
is a regulated and supervised instivetion and Loy mcosmes o place o
comply with requirements of CDD and reliance en mtermedianes and ofhier
third partiex on CDD = Conained 111 this Reauls

V121, Finoncial institutions relving on (ntermediarvies or other third
partics which Iave no vutsonrcing or agency velativaships, bisine
relationships, aceounts or transactions befween financi
their clients are regaired to perform some ol the elements of the CDI}
process on the infroduced husiness, The foliowing criteria should also be
mel :

instinations for

* Immediately obiain (rom the thivd party the necessary intormation
conceming certain clements of the CDD process ;

* Take adequate steps to satisty themselves that copies of identification
data and other relevant docuomentation relating to CDD requirements will
be made availuble from the third pany upon request without delay .

* Satisly themselves that the third party is regulated and supervised in
accordance with Core Principles of AME/CFT and has measures in place

1o comply with the CDD requirements set out in this Regulation ; and

*  Make sure that adequate KYC provisiens are applied o the third
party in order o obtain account information for compelent authorities.

The ultimate responsibility for customer identificution and verification

remains with the financial institution relying on the Hird party.

1.14.1. Financial institntions are required to mainlain all necessary
records of transacltions, both domestic and inlcrnational, for at least five

years following completion of the transaction (or longer if requested by




the CBN and NIFIU in specific cases). This requirement applies regardless
ol whether the account or business relalionship is ongoing or has been
terminated.

1.14.2. Examples of the necessary components of ransaction-records
include customer’s and bencficiary’s names, addresses (or other
wentifying information normally recorded hy the intermediary), the nature
and date of the tranusaction, the type and amount of currency involved
and the type and identifving number of any account involved in the
transaction.

1.14.3. Financiul institutions are required to maintain records of e
identification data, account files and business correspondence for af leas:
Sfive years following the termination of an acconnt or business relationship
{or jonger if requested by the CBN and NFIU in specific cases).

1144, Fimancial insututions are required to ensure that all customer-
transactiion records and informution are available on a tmely basis to (he
CEBN and NFI

LS Fmuncial inshintions are required 1o pay special atlention to all
complex, unusually large transactions or unusual palterns of transactions
that have no apparent or visible ecomomic or lawful purpose. Examples of
such (ransactions or patterns of transactions include significant ransactions
relative to o relationshp, transactions that exceed cerlain limils, very high
accouil lirmnover inconsisient with the size of the balance or transactions
which fal] cuside the regular patliern of the account’s activity.

1.152. Fpancial insdiutions are required (0 examine as (ar as possible the
hackorouls | and purpose ol such rangactions and to set torth their findings in
sIinz they are required to report such findings to the NFTU © and make
them available for CBN, NFIU. other competent authoritics and auditors for at
leust five yewrs.

1.16.1. Definition of a Saspicious Transaction

There are numerous types ol suspicious transactions and these reflect
the various ways in which money launderers operaie, Tor the purpose of
this Regulation, a suspicious transaction may be defined as one which is
unusual hecause of its s12e, volume, type or pattern or otherwise suggestive
ol known money laundering methods. [t includes such a transaction that is
inconsistent with a eustomer's known, Icgitiinale business or personal
activities or norinal business For that type of aceount or that lacks obvious
cconeimie rationale.

1.16.2. Institutional Policy

1.16.2.1. Every financial institution is required to have u written
policy framework (hal would guide and enable 1i: stalf to monitor,
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recognize and respond appropriately to suspicious transactions. A list
of Money Laundering “Red Flags™ is provided in Appendix C to this
Regulation.

1.16.2.2. Every financial institution is required Lo designate an officer
appropriately as the AML/CFT Compliance Officer to supervise the
monitoring and reporting of suspicious transactions, among other duties.

1.16.2.3. Every financial institution should be alert to the various
patterns of conduct that have been known to be suggestive of money
laundering and maintain a checklist of such transactions which should
be disseminated lo the relevant staff.

1.16.2.4. When any staff of a financial institution detccts any “red
flag™-6r suspicious money laundering activity, the institution is required
fo promptly institute a “Review Panel” under the supervision of the
AML/CFT Compliauce Officer. Every action taken must be recorded.
The institntion and its staff are required to maintain confidentiality in
respect of such investigation and any suspicious transaction report that
may be filed with the competent authority. This action is, however, in
compliance with the provisions of the money laundering law that
criminalize “tipping off (i.c. doing or saying anything that might tip

off someone else that he is under suspicion of money laundering).

1.16.2.5. A financtial institution that suspects or has reason to suspect
that funds are the proceeds of a criminal activity or are related to terrorist
financing, is required to report promptly its suspicions to the NFIU. All
suspicious transaclions, including attempted transactions are to be
reported regardless of the amount involved. This requirement to reporl
snspicious trunsactions should apply regardless of whether they are
thought, among other things, to involve tax matters.

1.16.2.6. Financial institutions, their directors, officeys and etnployees
(permanent and temporary) are prohibited from disclosing the fact that
a report Is required to be filed with the competent authorifies.

1.17.1. Financial institutions are requircd fo establish and maintain

internal procedures, policies and conirols to prevent money laundering
and financing of terrorisin and to contmunicate these fo their employces.
These procedurcs, policies and eontrols should cover the CDD, record
retention, the detection of unusual and suspicious transactions, the reporting
obligation, among other things.

1.17.2. The AML/CFT compliance officer and appropriale staff are 10

have timely access to customer identification data, CDD information,
transaction records and other relevant information.

1.17.3. Financial institutions are therefore regueired tode velop programs

against money laundering and terrorist financing that include :




(@) The development of internal policies, procedures and controls,
including appropriate compliance management arrangement and
adequate screening procedures to ensure high standards when hiring
ertployees |,

(b} Anongoing employee training programs (o ensure that employees
are kept informed of new developments, including information on current
ML and FT techniques, mellods and trends; and that there -is a clear
explanation of all aspects of AML/CFT laws and obligations, and in
particnlar, requirements conceming CDD and suspicious {ransaction
reporting; and

(c) Adequately resonrced and independent audit function (a test
compliance with the procedures, policies and controls.

Financial Institutions are required to put in place a structure that
ensures the operational independence of the Chief Compliance Officer
(CCO) and Branch Compliance Officers.

1.18. OrHer MEASURES

These measures are meant to deter money laundering and terrorist
financing. They include measures on sanctions, shell banks, other forms
of reporting, special attention for high risk countries and foreign
branches and subsidiaries of Nigerian financial institutions.

1.18.1.1. The sanctions provided here are not only proportionaie and
dissuasive but are such that will affect legal persons/financial institutions
and their directors/senior management staft also, depending on the
provisions of the Regulatiou breached. Every financial institution which
fails to commply or contraveres the provisions contained in this Regulation
shill be subject to sanction by the CBN. Any individual, being an official
of a financial institntion, who fails to take reasonable steps 1o ensure
compliance with the provisions of this Regulation shall be sanctioned
accordingly. For purpose of emphasis, incidence of false declaration or
Jfalse disclosure by a financial institution or its officers shall be subject
to adntinistrative review and sanction as stipulated in this Regulation.

1.18.1.2. Any financial institution or its officer that contravenes the
provisions of this Regulation shall be subject to applicable sanctions by
the CBN as follows:

1.18.1.3. Against the Institution

()} Tmposition of a penalty not exceeding ™2,000,000 from the
first to the [ifth instances on each offence ; and

(5) On the sixth instance, the CBN shall set up an investigation
panel to :

{{) examine the institution’s operations and identify the role of the
Bourcl, Management and officers in respect of the malpractice ;
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possible, be examined and vrilten findings made available to assist
compelent autherilies.

Financial institutions are alse required to report suspicious
ransactions relating to terrorisin financing to the NFIU.

1.18.4.3. Financial institutions that do business with loreign
institutions which do not continue to apply or insufficiently apply the
provisions ol FATF Recommendaltions arc required to take measuwres
such as the following :

¢ Siringent requirements for identifying clients and enhancement
of advisories, including jurisdicticn-specific financial advisories 10
financial institutions for identification of the beneficial vwners hefore
business relationships are established with individuals or companies
from that jurisdiction ;

® Enhanced relevant reporting mechunisms or systemalic reporting
of financial transactions on the basis that financial transactions with
such countries are more likely Lo he suspicious;

* In comsidering requesls lor approving the establishment of
subsidiaries or branches or representative offices of financial
mstitutions, in countries applying the countermcasure, take inio
account the [act that the relevant financial institution is from a country
that does not have adequate AML/CFT systems;

* Warning non-financial sector businesses that transactions with
natural or legal persons within that country might run the risk of
money laundering: limiling business relationships or financial
transachions with the identified country or persons in that country.

1.18.5.1. Financial institutions are required to ensure that their foreign ~ Foreign
branches and subsidiarics observe AML/CFT measures consistent with ~Branches
the provisions of this Regulation und (o apply them (o the extent (hat the asllll:'iidi‘lries
local/host country s laws and regulaticns permit. =

1.18.5.2. Financial institutions uare required to ensure that the above
pringiple is observed with respect to their branches and subsidiaries in
countries which do not ar insufficiently apply such requirements as
contained in this Regulation. Where these minimum AML/CFT
requirements and those el the host country differ, branches and
subsidiaries of Nigerian financial institutions in the host country are
required Lo apply the higher standard and such must be applied to the
extent that he host country’s laws, regulations or other measures permit.

I.18.5.3. Financial institutions are required lo inform the CBN in
writing when their foreigin branches or subsidiaries are nunable fo




B 1410

AMLACTT
Employee-
Edueativn
and
Training

Prograrmme.

observe the appropriate AML/CFT measures because they are
profiibited by the host country’s laws, regulations or other measures.

1.18.5.4.. Because financial institutions ave subject to these AML/
CFT principles, they are therefore required to apply consistently the
CDD measures at their group levels, tuking into account the uctivity of
the custorner with the various branches and subsidiaries.

1.18.6.1. Institutional Policy

1.18.6.1.1. Firancial instilutions are required to design
comprehensive employee education and training programs not only
to make employees flly aware of their obligations but also to equip
them with relevant skills required lor the effective dischacge of their
AML/CFT rasks. Indeed, the establishment of such an employee
training programn is nol only considered as best praclice hut also a
slatutory requirement.

1.18.6.1.2. The timing, coverage and content of the employee
training program should be tailored o meet the perceived needs of
the financial institution. Nevertheless, a comprehensive training
program ts required to encompass staff/areas such as Compliance
officers; new staff (as part of the orientation program or those posted
Lo the Front olfice); banking operations/brauch olfice staff (particularly
cashiers, account opening, mandate, and marketing staffy; internal
control/audit stall and managers. Finaneial institutions ore required
to render guarterly retirns an their level af compliance to the CBN
and NFIU.

1.18.6.1.3. The employee training program is required to be
developed under the guidance of the AML/CFT Compliance Officer
in collaboration with the top Management. The basic elements of
the employee training program are expected (o include :

« AML rvegulalions and offences
* The nature of money laundering

+ Money laundering ‘red flags’ and suspicious transuctions.
includimg trade-based money laundering typologies

¢ Repaorting requirements

= Custorner due diligence

» Risk-based approach 1o AML/CFT

» Record keeping and retention pelicy.

Financial Institutions are required (o submit their Annueat AML/CFT
Employee training program for the next year to the CBN and NFIU not
later than the 31st of December every financial year.




1.18.7.1 Financial institetions are required to monitor their emnployees’
accounts lor potential signs of money laundering. They are also required
to subject employees’ accounts to the same AML/CFT procedures as
applicable 1o other cuslomers” accounts. This is required to be performed
ander the supervision of the AML/CET Chief Compliance Officer. The
latter’s own account is to be reviewed by the Chief Internal Auditor or a
person of adequate/similar seniotity. Compliance reports including
findings are to be rendered to the CBN and NFIU at the end of June and
December every year.

1.18.7.2. The AML/CFT performance review of stafl is required to
be part of employees” annua! performance appraisals.

1.18.8.1. Financial institutions are required (o direct their employees
in writing to always co-operate fully with the Regulators and law
enforcement agents and to prompily report suspicious transactions to
the NFIU. They are also required (o make it possible for employees to
report any violations of the institution’s AML/CFT compliance program
1o the AML/CFT Compliance Officer. Where the violations involve the
Chief Compliance Officer, employees are required to report such to a
designated higher authority such as the Chief Internal Auditor.

1.18.8.2. Financial institutions are required to inform their employees
in writing to make such reports confidential and that they will be
protected from victimization for making them.

1.19.1. Financial institutions are required to review, identify
and record other areas of potential money Iaundering risks not
covered by this Regulation and report same guarterly to the CBN
and NFIU.

1.19.2. Financial instifutions are therefore required lo review their AMLY/
CFT frameworks from time Lo time with a view o delermining their
adequacy and identitfying other areas of patential risks not covered by the
AML/CFT Regulation.

1.20. Having reviewed the AML/CFT framework and identified new
areas of potemial money laundering vulnerabilities and risks, financial
institutions are required to design additional procedures and mitigants
as contingency plan in their AML/CFT Operational Manuals. These will
provide how such potential risks will be appropriately managed if they
crystallize, Details of the econtingency plan are io be rendered to the CBN
and NFIU as at 315t December every financial year.

1.21. Every financial institution is reguired to make & policy commitment
and to subject its AML/CET Compliance Prograin to independent-testing
or require its inlernal audit function (o determine its adequacy, completeness
and effectiveness. Repoert of compliance is required to be rendered to ihe
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CBN and NFIU as at 31st December every financial year. Any identified
weaknesses o1 inadequacies should be promptly addressed by the financial
institution.

1.22, The ultimate responsibility for AML/CFT camplionce is placed
on the Board/Top Management of every financial institution in Nigeria. Tt
is, therefore, required that the Board ensures that a comprehensive
operational AML/CFT Regulation is formulated by Management and
presented (o the Board far consideration and formal approval. Copies of
the approved Regulation above are to be forwarded to the CBN and NFIU
within six months of the release ol this Regulation. Quarterly reports on
the AMI/CFT-compliance status of the {inancial institulion are to be
presented (o the Board for its information and necessary aclion.

1.23. Gvery financial institution is required to have a comprelensive
AML/CFT- compliance program to guide its compliance cflorts and to
ensure the diligent implementation of its Programme. Indeed, entrenching
a culture of compliance would not only minimize the risks of being used to
launder the proceeds of crime hut also provide pretection against fraud,
reputation and financial risks.

1.24.1. Terrorist nancing offences extend Lo any person who willfully
provides or collects funds by any means, dircetly or indirectly, with the
urlawful intention that the funds would be used or in the knowledge that
they are to be used in full or in part to carry out a terrorist act by a terrorist
organization or an individual terrorist.

1.24.2. Terrorist financing offences are extended to any fimnds whether
from a legitimate or illegitimite source. Terrorist financing offences,
therefore, do not necessarily require that the funds are actually used to
carry ot or attempt a terrorist-act or be linked (o a specific terrorist-act.
Attempt to finauce ferrarist/terrorism and to engage in any of the types
of canduct as sef out above is also an offence. i

1.24.3. Tevrorist financing offences are predicate olTences for money
laundering. Terrorist financing offences therefore apply, regardless of
whether the person alleged o have commitied the offence is in the same
country or a different country from the one in which the terrorist/terrorist
organization is located or the terrorist act oceurred or will accur,

1.25.1. All natural and legal persons that perform Money or Value
Transfer Service (MVTs operators) ace required 1o be licensed by the CBN.
The operators are therefore subject to the provisions of this Regulation.

1.25.2. MVT service operafors are required to maintain a current list
of its agenss and quarterly returns of such be rendered to the CBN. They
are required 1o gather and maintain sufficient information about their agenis
and correspondent operators or any other operators or institutions they
may do business with.




1.25.3. MVT operators are required to assess their agents’ and
correspondent operators” AML/CFT controls and ascertain that they are
adequate and elfective. They are required Lo obtain approval from the CBN
before establishing new correspondent relationships. They ave also required
to document and maintain a checklist of the respective AML/CFT
responsibilities of each of its agents und correspondent operators.

1.26.1. For all wire transfers af USD 1,000 or more, the ordering
financial institutiong are required to obtain and maintain the following
information relaling to the ariginator of the wire ranster :

- The name of the ariginator ;

« The griginators account number (or @ unique reference number if
na aecount number exists) ; and

The originator's address (the address can be subslituted with a
natiomal identity number).

1.26.2. For all wire transfers of USD 1,000 or more, the ordering
{inancial instittion is required 1o verify the identity of the originator in
uccordance with the CDD requirements conlained in this Regulation.

1.26.3. For cross-border wire transfers of USD 1080 or more, the
ordering financial institution is required fo include the (ull originator
information above in the message or the payment form accompanying the
wire lransfer

1.26 4. However, If several individual cross-border wire transfers of
USD 1,000 or more from a single originator are bundled in a batch-file
Jor transmission to beneficiaries in another country, the ordering financial
mstitution should only include the originator's account number or unigue
identifier on each individual cross-bovder wire transfer, provided that the
batch-file (in which (he individual transfers are batched) contains full
ariginator information that is fully traceable within the recipient country.

1.26.5. For demestic wire fransfers, the ardering financial institution
is required to gither :

(¢} include the full originator information in the message or the
payment form accompanying the wire transler ; or

(/) include only the onginators account number or a umgue identifier,
within the message or payment form.

1.26.6. The second option should be permitted by (inancial instilution
only if full ariginator information can be made available to the beneficiary
financial institution and Lo the appropriale authorities within three business
days of receiving the request.

B 1413

Wire
Traunsfers.




B 1414

1.26.7. Each intermediary and beneficiary financial institution in the
payment chain is required to ensure that all originator information that
dccompanies a wire transfer is wransmitted with the (ransfer.

1.26.8. Where technical Lmitations prevent the full originator
information accompanying a cross-border wire transfer from being
transmitted with a related domestic wire transfer (during the necessary
time (o adapt payment systems), a record must be kept for five years by
the receiving intermediary financial institntion of all the information
received from the ordering financial institution.

1.26.9 Beneficiary financial institutions are required to adopt effective
risk-based procedures for identifying and handling wire transfers that are
not accompanied by complete originator information. The lack of complete
originator information is considered as a factor in assessing whether a
wire transfer or related transactions are suspicious. The financial
institutions are therefore required to report to the NFIU.

1.26.10. The beneficiary financial institution is reqiiired fo restrici or
even terminate its business relationship with the financial institutions
that fail to meel the above standards.

1.26.11. Cross-border and domestic transfers between financial
institutions are, however, not intended to cover the following types of
payments :

(a) Any transfer that flows froin a transaction carried out using a
credit or debit card so Jong as the eredit or debit card numher
accompanies all transfers flowing from the transaction, such as
withdrawals from a bank account through an ATM machine, cash
advances from a credit card or payments for goods and services.
However, when credit or debit cards are used as a payment system to
effect a money transfer the necessary information should be included in
the message ; and

{b) Financial institution-te-financial institution transfers and
settlements where both the originator person and the beneficiary person
are financial institutions acting on their own behalf.

Parr B—Guibancs On Know Your CustoMer (KYC)

2.0 Financial institutions should not estahlish a business relationship
until all relevant parties to the relationship have been identified and the nature
of the business they intend to conduct ascertained. Ongce an on-going business
relationship is established, any inconsistent activity can then be examined to
determine whether or not there is an element of money laundering or its
suspicion.




2.1.1. The first requirement of knowing your custemer for money
laundering purposes is [or the financial institulion to be satisfied that a
prospective customer is who he/she elaims 10 be.

2.1.2. Financial institutions should not carry out or agree 1o carry out
fimancial business or provide advice to a customer or potential customer
unless they are cerlain as Lo whe thar person actually is. If the customer is
acling on behalf of another (the {unds are supplied by someone else or Lhe
investmenl is to be held in the name of someone else) then the financial
institution has the obligation to verify the identity of both the customer
and the agent/trustee unless the customer is itself a Nigerian regulated
Sfinaneial institation.

2.1.3. Financial instituiions have the duly (o obtain evidence in respect
of their customers. There are ceriain exceptions to this duty as set oul in
Section 2.9 of this Regulation. Since exemptions are difficult 1o apply,
linancial institutions are required to identify all relevant parties to the
relationship from the outset. The general principles and means of obtaiuing
satisfactory identilication evidence arc also sct out below :

2.2.1. Financial institutions are required (o obtain sufficieut
information on the nature of the business that their customer intends to
andertake, including the expected or predictable patiern of transactions,

The information cellected at the outset for this purpese should include :

purpose and reason for opening the account or establishing the
relationship:

nature of the activity that is 10 be undertaken:
expected origin of the funds to be used during the relationship: and

details of cccupation/employment/business activities and sources ol
wealth or income.

2.2.2. Financial institutions ave required ro take reasonable steps to
keep the information up to dale us the opportanities arise, such as when an
exisling customer opens a new account. Infoermation ohtained during any
meeting, discussion or other communication with the customer is required
to be recorded and kept in the customer’s file to ensure, as far as practicable,
that current enstomer informuation is readily accessible (o the Money
Lauudering Compliance Officers (ML.CO) or relevant regulatory hodies.

2.3.1. Financial institutions are required o take a risk-hased approach
10 the 'Know Your Customer’ requirements. Financial institutions are also
required o decide the number of times to verify the customers’ records
during the relationship. the identification evidence required and when
additional checks are necessary. These decisions are equzf]ly requircd 1o
be recorded. For persenal account relationships. all joint-aecount holders
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need to be verified. In respect of private company or partnership, focus
should be on the principal owners/controllers and their identities must also
be verified.

2.3.2. The identification evidence collected at the outset should be
viewed against the inherent risks in the business or service.

2.4, ESTABLISHING IDENTITY

2.4.1.2. The custemer identification process should not start and end at
the point of establishing the relationship but continue as far as the business
relationship suhsists. The process of conlirming and updating identity and
address, and the extent of obtaining additional KYC information collected
will however dilfer from one (ype of [inancial institution to another.

2.4.1.3. The general principles for eslablishing the identity of both legal
and natural persons and the guidance on obtaining satisfactory identificalion
evidence set out in this Regulation are by no means exhauslive.

2.4.2.1. Idenlity generally means a set of attributes such as names used,
date of birth and the residential address at wbich the customer can be
located. These are features which can uniquely identify a natural or legal
persomn,

2.4.2.2. In the case of a natural person, the date of birth is required
to be obtained as an important identifier in support of the name. 1Uis,
bowever, not mandatory to verify the date of birth provided by the
customer.

2.4.2.3. Where an international passport/national identity card is taken
as evidence of identity. the number, date and place/country of issue (as
well as expiring dale in the case of international passport) ave required
Lo be recorded.,

2.4.3.1. Identity is required to be verified whenever a business
relationship is to be established, en account opening or during one-off
transaction or when a series of linked transactions takes place.
“Transaction™ in this Regulation is defined to include the giving of advice.
“Advice” here docs nol apply when information is provided about the
availability of produels or services when a first interview/discussion prior
to establishing a relationship rakes place.

2.4.3.2, Once identificalion procedurcs have been satisfaclorily
completed and the business relationship established. as long as contact or
activity is maintained and records concerning (hat customer are complete
and kept, ne further evidence of identlity is needed when another transaction
or activity is snbsegnently undertaken.




2.4.4.1. When an investor finally realizes his investment (wholly or
partially). if the amount payable is US$ 1.000 or above or its equivalent
thereof; or such other monetary amonnts as may, [rom lme Lo time, be
stipulated by any applicable meney laundering legislation or regulation,
the identity of the investor must be verified and recorded if it had not
heen done previously.

2.4.4.2. In the case of redemption or surrender of an investment (whelly
or parlially), a [inancial institution is required to take reasonable measures
10 establish the identity ol the investor where payment is made (o :

- the legal owner of the investment by means ot a cheque crossed
“account pavee” . or

- abank account held (solely or jeintly) in the name of the legal owner of
the investment by any electronic means effective for transfer funds.

2.4.5.1. (1) Clients - sufficient evidence of the identity must be oblained
to ascertain that the client is the very person he/she claims to be.

2.4.5.2. (2) the person acting on behalf of another - The obligation
is to oblain suflicient evidence of identities of the two persons invalved.
This rule is however, subject to some exceptions. In consortium lending,
the lead-manager/agent is required W sopply a confirmation lelter as
evidence that he has obtained the required identity.

2.4.5.3. There is ne obligation (o lock beyond the client where :

the latter is acting on 1ts owa account (rather than for a
specific client or group of clients) ;

- the client is a hank, broker, fund manager or other regulated
finuncial institutions; and

All the businesses are to be undertaken in (he name of a
regulated Financial institution.

2.4.5.4. In other circumstances, unless the client is a regulated financial
institetion acting as agent on behall of one or more underlying clients
within Nigeria, and has given written assurance that il has ohtained the
recorded-evidence ol identity 1o ke required standards, identification
evi.'ence should be verilied for :

the naned account holder/person in whose name an
investment is registered :
- any principal beneficial owner of funds being invested who is
not the account holder or named inves(or ;

- the principal controller(s) of an acconnt or business relationship
ti.e. those who regularly provide instroctions) 3 and
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- Any intermediate parties {e.g. where a
owied by un intermediary).

sount is managed or

2.4.5.0. Financial institutions are vequired to take approprigie steps
to identify directors and ofl the signatories to an account.

2.4.57. Lot applicanis/acconnt fiolders - identification cvidence
should b jled Tor all the account halders.
245 v higher risk business undertuken for private companies

{i.e. those qul listed on the siock exclhange) sullicient evidence ol
identily wul adddress should be verified in respect of

the principal wmilerlving heneticial vumer(s) of the company

with 5% inle

rest wmd abhove: and

Those with prinvipal control muer the company’s ussels (e.g,
principal contrellers/dizeciors).

1 b

2.4.59. Financial instiuiions are reguired to be alert (o circumsiances
that might indicate any sigrificant changes iu the natiure of the brusiness
or its ownership and make enquiries accordingly aml o observe he
additional provisions for High Risk Categories of Custemers under
AME/CFT Directive in (hiv Begulation.

2.4.5.10. Trusts — Finamuinl Asrauiions gee eeguired (e obiain and
verily the identity of those previdirg funds for the Tl They include
the seltler and those wha are wuiborized to invest transter funds or inake
decisions on behalf” of the Trust such as the prineipul fruslees and
controllers whe have power to remove the Truswees.,

2.4.6, When an investor s¢is up a savings accounis or a regular savings

scheme whereby the funds are supplied by one person for invesiment in
the name of another (such as 4 spouse or a child), the person who funds
the snbscription or makes deposits info the savings scheme should he
regarded as the applicant for business lor whom identificalion evidence
must he obtained fn addition to the legal owner.

2.4.7.1. [dentification evidence must he obtained al the outset for all
investors, excepl personal pensions connected to a policy of insurance
taken out by virtue of a contract of employment or pension scheme.

2.4.7.2, Personal pension advisers are charged with the responsibility
of obtaining the identification evidence on behall of the pension fund
provider. Confirmation that identification evidence has been laken should
be given on the transfer of a pension o another provider.

2.4.8.1 An acceptable time-span for oblaining satisfactory evidence
of identity will be determined by the nature of the business, the
seographical Tocation of the parties and whether it is possible to obtain




the evidence belore commitments are entered into or money changes
hands. However, any occasion when business is conducted before
satisfactory evidence of identity as been obtained must be exceptional
and can only be thosc circimstances justified with regard to the risk.

2.4.8.2. To this end, financial institutions are required to :

{7} obrain identification evidence as soon as reasonably practicable after
it bas contact with a client with a view lo agreeing with the client to carry
out an initial transaction; or reaching an understanding (whether binding or
noty with the clicot that it may carry out future transaclions; and

(i) Where the client does not supply the required information as
stipulated in (I} above, (he financial institution is required to discontinue
any activily it is conducting for the ¢lient ; and bring 10 an end any
understanding reached with the client.

2.4.8.3. Financial institutions are required to also observe the
provision in the Timing of Verification under the AMIL/CET Directive
of this Regulatinn.

2.4.8.4. A financial institution may however start processing the
business orapplication iminediately, provided that it

- prompily tokes appropriate steps to obtain identification evidence ;
and

- Daes nol transfer or pay any money oul to « third party until the
identification requirenents have beer: satisfied.

2.4.8.5. The latlure or refusal by an applicanl to provide satisfactory
identification evidence within a reasonable time-frame without adequate
explanation may lead to a suspicion that the depositor or investor is
engaged in money laundering. The financial institution is required to
therefore make a Suspicious Activity Report ro the NFIU based on the
information in its possession before the funds :nvolved are returned
to the poteniial client or where they came from.

2.4.8.6. Financial institutions are required to kave in place written
and consistent policies of closing an account or nnwinding «
transaction where satisfactory evidence of identity cannot bz obtained.

2487, Financial institutions are also required i respond promplly
o nquiries nade by competent authorities and Tinancial institutions
relating to the 1dentity of their customers.

2.4.9. Where an investor exercises cancellation rights or cooling-off
rights. the sum invested must be repaid subject to some deductions, wherce
applicable. Since cancellation/eooling-off rights could offer u readily
availableroute for faundering money. Moancial *astitutions should be alert
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1 any abnormal exercise of these rights by an investon o in respect of
business introduced through an intermediury. In the event where abuorimal
exercise of these rights becomes apparest, ihe matter should be ireated
as suspicions and reported to the NPT

2.5. Dpenriviecaros U [HIEIRES
ol L A 1 i3 reduaied 10 cnsiive el 4 ¢ !
with a renl mon (hmtural, eocporate or Jegil) by

oblaining ~lticient identificatbom evidence.
placed ow v tiird party fo identi

applicas| the overall vesponsibiiity for

When refiance i being

fv ar congfirne the ldenifiy of aw

idintificarion evidence rests with the o
institution.
2.5.1.2. The requiresmeint sl cise Lt serafchiry &y

ihat a person of that nome s gt e nddress given nod (il
is that person or that the Goimpany teas Hieptiiathe Shnrs o il

representatives carl be lacated] ' the addilieas piivide

2.9 F.3. " 1k e & & mn af | phiel b iy
guaranieed as geniine U T ERESE fiLE It iekespdt e
prictss-ghould be cinrmlill

2514, The procedures adiopiesl o B he Wdenmty of povie
indlividuals and whet bl yelemn ) FaRmnibgan Al by Pt o
remotely are reguired (e be stred i the vedin

steps taken to avoid single, mulbpie wldioss @ ST

. L & . vk
10 Be suped disa by ihe Drancral

{impersonution) fraud are |
institution.

2.5.0.5. An introdbetfon fror 1i EL
personally knowrn to o Duecior ar Manager or winembar of s1alf oiten
provides comtort bat must not replace the need for identification
evidence reqiirements to e complicd with as set out in this Regulation,
Details of the persor who imtiated and autheized the introduetion should
be kept in the customer’s mandate file wlong with other records. fr is
therefore mandatory thar Directors/Senior Managers insist on
following the prescribed identification procedures for every applicant.

i gusk ISV, d DCrsed

2.5.2.1. When an existing customer closes one ageount and opens
another or enters into a new agreement 1o purchase products or services.
there is no need to verity the identity or address for such a customer
unless the name or the address provided does aot tally with (he
information in the financial institubon’s records. However, procedures
are required 1o be pul in place to guard against impersonation or (Taod.
The opportunity of opening the new accoant should also be taken to ask
the costomer W conlirn: the relevant details and to provide any missing
KYC informaton, This is partienlarly important :




il there was an existing business refationship with the customer and
identification evidence had not previously been obtained ; or

if there had heen ne recent contact or ¢orfespondence with the
customer within the past three maonths @ or

When a previously dormant decount is re-aclivated.

2.5.2.2. In the circumsianees above. details of the previous aeconnm(s)
and uny identification evidence previously obizned or auy inbroducting
records should be linked o the new account-records and retained Lo

the preseribed period in accordance with the prowvision of this Regulation.

3300 I order W guand dpainst e dangers of postai-interceplion
anid fraud. prospectiive custommers shosld not be usked ta send by post
swiginals of (hewr valuable persanal idennity documeniz such as

titernauonal pussport, i ] ihtineara’ |
2. Where thime s ¢ It e sontoel with the customer
angl documentary gvidence. 15 reguired, copies certined by a-lawyer
ilary publicfconnl il s pmpetend nrisdivtion, banker, seepinianl semiil
i ie servani op el potibsilen H the privaie ssctor shomid be obtiened,
herRon bnceriaks coosliention muostbe Erown and capabls of
e R ITILEC LCLE L 1
[ it cdhise of loreipm nationals. a copy of internaticmal
wusSIrL, nafionenl Eemibny cand o documentary evidencs ol hisfer
an S s resn e o e cent [ R
e b conmulete o ligh conumission of the country ol issue

i official within the accounl opening institulion: or

a lawver, atlorney or notary public.

A4, Certilied copies ol idenfification evidence are o he stamped,
duted and signed “original sighted by me” by o senior officer of the
Nnancial institution. Financial institutions are required 1o always ensure

that & good production of the photographic evidence of identity is
obtained. Where thiy is nof possible, a copy of evidence certified as
providing a good lilcenesy of the applicant could anly be acceptable in
the interip.

2.54.1. Records of the supporting evidence and mnethads used to

verify identity are reguived to be retained for a minimum period of

five years after the aceount i closed or the business relationshup ended.

2.5.4.2, Where the supporting evidence could not be copied at the
time it was presented. the reference numbers and other relevant details
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of the identification evidence are required to be recorded to enable the
documents to be obtained later. Confirmation is required to be provided
that the original documents were seen by certifving either on the
photocopies or on the record that the details were taken down as evidence,

2.5.4.3. Where checks are made electronically, a record of the actual
information oblained or where it can be re-obtained must be retuined as
part of the identilication evidence. Such records will make the
reproduction of the actual information that would have been obtained
before, less cumbersome.

2.5.5.1. Concession may be granted for produet or services (where
the money laundering risk is considered to be fow) in respect of long-
term life insurance business or purchase ol personil investment products.
If payment is to be made [rom an account held in the customer’s name
{or jointly wilh onc or more other persons) at a regulated financial
institution, no further evidence of identity is neccssary.

2.5.5.2. Waiver of additional verification requirements ior postal or
electronic transactions does not apply to the following :

- products or accounts where. funds can be transterzed (o other types
of products ar accounts which provide cheque or money transfer
facilities ;

situations where funds can be repaid or transferred to a person
other than the original customer :

investments where the characleristics of the product or account
may change subsequently to enable payments lo be made o third
parties,

2.5.5.3. Postal concession is not an exemption from the reguirement
to obtain satisfactory evidence of a customer’s identity. Paymenl debited
from an aceount in the customer’s name shall be capable of constiluting
the required identification cvidence in its own right.

2.5.5.4. In order o avoid criminal money from being laundered by a
customer who uses a third-party cheque. draft or electronic payment
drawn on a bank, ete, financial institutions may rely upon the required
dogumentary evidence of the third party, without further verification of
the identity, where there is no apparent inconsistency hetween the name
in which the application is made and the narne on the payment iristrument.
Payments from joint accounts are considered acceptable for this purpose.
The overriding requirement is that the name of the account-holder

Sfrom where the funds have been provided must be clearly indicated

on the record reflecting the payment/ receipt.

2.5.5.5. In the cuse ol ¢ mortgage institution’s cheque or hanker's
drafl, it will only be possiblc te rely on this concession if the holder of




the account from which the money is drawn is confirmed o have met
the KYC requirements by the mortgage institution or bank. Likewise,
payments by direct debit or debil card cannot be relicd upon unless the
authentication procedure identifies the name of the account holder from
which (he payment is drawn and confirms (he customer’s address.

2.5.5.6. In respect of direct debits, it camot be assumed that the
account-holding bank/institution will carry out any form of validation
of the account nume and number or that the mandate will be rejected if
they do not match. Conseqguently, where payment for the product is to
be made by direct debit or debit card/motes, and the applicant’s account
details have not previously been verified through sighting of & bank
statemeni or chegue drawn on the account. repayment proceeds should
only be refurned to the acconnt from which the debits were drawn.

2.5.5.7. Records are reguired Lo be maintained indicating how a
rransaction arose. including details of the financial institution’s branch
and accomnt number (rom which the cheque or payment 15 drawn.

2.5.5.8. The concession can apply both where an application iz made
directly to the finazcial institution and where a payment is passed through

@ regn

fated miermedinry.

2.5.5.9. A financial institution that has relied on the postual
cancession to avaid additional verification requirements (which must
be so indivated on the customer’s file) cannot introduce thot customer
to anetier financial institution for the purpose of offering bank
acconrtly or other prodiects that provide cheque or money transmission
farciiiies.

155100 1 sueh 2 customer wishes (0 wigrate to an account hat
provides cheque or third party transfer facilities, then additienal
tdentification checks must be undertaken at that hme. Where these
circumstances oceur or a regular basis, finuncial institutions are required
1o identily all the parlies to the relationship at the outset,

2.5.6. TDA can be broadly classilied as a one-oft transaction. However,
financial institutions should note that concession is not available for TDAs
opencd with cash where there is no audit trail of the source of furds or
where payments to or lrom third parlies are allowed into the account, The
identity verilieation requiremeats will therefore dilfer depending on the
nature and terms of the TDA.

2.5.7. In circumstances where the balance in an investment Funds account
is transferred from one Funds Manager to another and the value al that (ime is
above $1,000 or its equivalent and identificalion evidence has neither been
taiken nor confirmution obtained from the original Fund Manager, then such
evidence should be obtained at the ime of Lthe transler.
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2.6. ESTABLISHING IDENTITY

Establishing identity under this Regulation is divided inte three broad

categaries :

Private individual customers :
Quasi corporate customers ; and
Pure corporale cuslomers.
2.6.1, PRIVATE InmIvIDUALS

2.6.1.1.1. The following information is (0o be established and
independently validated for all private individuals whoese identities need
1o be verified : )

the true full name(s) used ; and

© the permanent home address, including lundmarks and posicode,
where available,

2.6.1.1.2 The information obtained should provide satisfaction that
aperson ol that name exists at the address given and that the applicant
is that person. Where an applicant has recently moved from a house,
the previous address should be validated.

2.6.1.1.3. It is important {0 obtain the date of birth as it is required
by the law enforcement agencies. However, the information need not
be verified. It 15 also important for the residence/nationality of a
customer 1o be ascerlained Lo assist risk asscssment procedures.

2.6.1.1.4. Arisk-based approuch should be adopted when obtaining
satisfactory evidence of identity. The extent and number of checks
can vary depending on the perceived risk of the service or business
soughl and whether the application is made in person or through a
remote medinm such as teiephone. post or the internct. The source of
fands of how (he payment was made, from where and by whom inust
always be recorded to provide an audit wrail. Hewever, for high risk
products, accounts or customers, additional steps should be taken
to ascertuin the source of wealth/funds.

2.6.1.1.5. For low-risk accounts or siniple investment prodacts such
as deposit or savings accounts without cheque-baoks or aulomated
maoney ransmission facilities, there is an overriding requirement for
the financial institution o satisfy itself as 10 the identity and address
of the customer.

2.6.1.2. The coufirmation of name and address is Lo be established by

reference 1o a number of sources. The cheeks shoald be undertaken by
cross-validation that the applicant exists at the stated address either through




the sighting of actual documenlary evidence or by undertaking electranic
checks of suitable databases, or by a combination of the two. The overriding
requirement fo ensure that the identification evidence is satisfactory rests
with the financial institution opening the account or providing the
productiservice.

2.6.1.3.1. In order to guard against forged or counterteit-documents,
care should be taken to ensure that documenis offered are originals,
Copies that are dated and signed ‘original seen’ by a senior public
servant or equivalent in a reputable private organization could be
accepied in the interim, pending presentation of the original
documents. Hereunder are examples of suitable documentary evidence
for Nigerian resident private individuals :

() Personal Identity Dociiments
Primary
 Cumrent International Passporl

National Identity card

Current Drivers’ Licence issued by the Federal Road Safety
Commission (FRSC)

Secondary
Residence Permit issued by the Nigerian Immigration Services (INIS)
Inland Revenue Tax Clearance Certificate
- Birth Certificate/Sworn Declaration of Age
{ii) Documentary Evidence of Address
Record O't:‘homc visit in respect of non-Nigerians

Confirmation from the electoral register that a person of that name
lives at that address

< Recent ntility'bill (e.g. PHCL, NITEL, etc.)

State/Local Government Rates

X

Bank statement or passbook containing euirent address

Solicitor’s letter confirming recent house purchase or search report
from the Land Registry

Tenancy Agreement

Search reports on prospective customer’s place of employment and
residence signed by a senior officer of the financial institution.

2.6.1.3.2. Checking of a local or national tefephone directory can
be used as additional corroborative evidence but this should not be
used as a primary check.
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2.6.1.4.1. It is mandatory for financial institutions to establish the
true identities and addresses of their customers and for effective eltecks
fo be carried out to protect the institutions against substitution of
identities by applicants.

2.6.1.42. Additional confirmation of the customer’s identity and the
fact thal the application was made by the person identified should be
obtained through one or more of the following procedures :

a direct mailing of account opening documentation to a named
individual al an independently verified address ;

- an initial deposit cheque drawn on a personal account in the
applicant’s name in another financial institution in Nigeria ;

lelephone contact with the applicant prior to opening the account on
an independently verified home or business number or a “welcome call”
to the customer before (ransactions are permitted, utilizing a minimum
of two pieces of personal identily information that had been previously
provided during the selting up of the account ;

internet sign-on following verification procedures where the
customer uses securily codes, tokens, and/or other passwords which
had been set up during acceunt opening and provided by mail (or secure
delivery) to the named individual at an independently verified address ;

card or account activation procedures.

2.6.1.4.3. Financial institutions are required to ensure that additional
information concerning the nature and level of the business to be
conducted and the origin of the funds to be used within the relationship
are also obtained from the customer.

2.6.1.5.1. As an alternative or supplementary to documentary evidence
ol identity and address, the applicant’s identity, address and other
available information may be checked electronically by accessing other
data-bases or sources. Each source may be used separately as an
alternative to one or more documentary checks.

2.6.1.5.2. Financial institutions are required to use a combination of
electronic and documentary checks o confirm different sourees of the same
information provided by the customers. Physical and electronic checks of
the same stalement of account are the different sourees.

2.6.1.53.3. In respect ol electronic checks, conlidence as to the
reliabiiily of information supplied will be established by the cumulative
nature ol 'checking across arange of sources, preferably covering a period
of time or through qualitative checks that assess the validity of the
information supplied. The number or quality of checks to be underlaken




will vary depending on the diversity as well as the breath and depth of
information available from each source. Verification that the applicam
is the data-subject also needs to be conducted within the cheeking
process.

2.6.1.5.4. Some examples of suitable clectronic sources of
information are set out below :

- An electronic search of the Electoral Register (is nol to be used as
a sole identity and address check) ;

- Access Lo internal or external account database : and
- An electronic search of public records where available.

2.6.1.5.5. Application of the above process and procedures will assist
financial institutions to guard against impersonation, invented-identities
and the use of false address. However, if the applicant is a non-face to
face person, one or more additional measares must be undertaken for
re-assprance,

2.6.1.5.6. “Financial Exclusion” For the socially and/er financially
disadvantaged Applicants Resident in Nigeria.

2.6.1.5.7. Access to basic banking facilities and other financial
services is a necessary requirement for most adults. It is important
therefore that the socially-and/or-financially disadvantaged should not
be precluded [rom opening accounts or obtaining other financial services
merely because they do not possess evidence to identily theinselves. fn
circumstances where they cannol reasonably de so, the inicrnal
procedures of the financial institutians must make allowance for such
persons by way of providing appropriate adviee to staff on how the
identities af such group of persons can be confirmed and what checks
should he made under these exceptional circumstances.

2.6.1.5.8. Where a financial institution has reasonable grounds to
conelude that an individual client is not able to produce the detailed
evidence of his identity and cannot reasonably be expected to do so, the
institution may aecept as identification evidence a letter or statemenit
Jrom a person in a position of responsibility such os solicitors, doctors,
miinisters of religion and teachers who know the client, confirming
that the client is who he says he is, and to confirm ftis permanent
address.

2.6.1.5.9. When a financial institution has decided to treat a client
as *financially excluded?, it is required to record the reasons for doing
so along with the account opening documents. Returns should then
be rendered fo the CBN and NFIU guorterly on this category of
customers.
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2.6.1.5.10. The financial institution should satisfy itself that such
customer is the person he/she claims o be. Therefore, where a letier/
staternent is accepted from a person in position of responsibility, it
should include a telephone number where the person can e contacted
SJor verification. The financiol institution should verify from an
independenft saurce the information provided by that person.

2.6.1.5.11. in order to guard against “financial exclusion™ and Lo
minimize the use ol the exception procedure, financial institutions must
inchide in itheir intcrnal procedures the “alternative documeniary
evidence of personal identity and address™ that can be accepted.

2.6.1.5.12. Pinancial ngututions are required 1o put in place addifional
monitoring for accounts opened under the financial exclusion exception
procedures to ensure that such accounts are net misused.

2.6.1.6.1. For those praspeclive customers wha are nol resident in
Nigeria but who make face-lo- [ace contacl. international passports or
national ideutity cards should generally be available as evidence of the
name ol the customer. Reference numbers. date and country of issue
should be oblained and the information recorded in the customer’s file
as part of the identification evidence.

2.6.1.6.2, Financial institulions are required to obtain separate
evidence of Lhe applicant’s permanent residential address {rom Lhe best
available evidence, preferably from an official source. A *F. (). Box
number” alone is not accepted as evidence of address. The applicant’s
residential address should be such that it can be physically located by
way of a recorded deseription or ather meaus.

2.6.1.6.3. Relevant evidence should be obtained by (he financial
mslitution directly from the customer or through a reputable credil or
financial institution in the applicant’s home couniry or country of
residence. However, particular care must be taken when relving on
identification evidence provided (rom other countries. Financial
institutions are required o ensure thal the customer’s true identity and
current permanent address are actually confirmed. in sueh cases, copies
of relevant identity documents should be songht and retained.

2.6.1.6.4. Where a [oreign naticnal has receutly arrived in Nigeria,
reference might be made to his/her employer, university, evidence of (raveling
docurnents. ele. to verily the apphicant’s identity and residential address.

2.6.1.7.1. For a private individual not resident in Nigeria, who wishes
o supply docamentary information by post, telephone or electronic
means, a risk-based approack must be taken. The financial institution
is required to obiain one separate item of evidence of identity in respect
of the name of the customer and one separate ifem for the address.




2.6.1.7.2. Documentary evidence of name and address can be
oblained : .

- by way of original documentary evidence supplied by the customer ; or

- by way of a cerlified copy of the customer’s passport or national
identity card and a separate certified document verifying address e.g. a
driving licence, utility bill, cte ; or

- through a branch, subsidiary, head office of a correspondent bank.

2.6.1.7.3. Where the applicant does not already have a bnsiness
relationship with the financial institution that is supplying the
information or the financial institution is not within Nigeria, certified
copies of relevant nnderlying docurnientary evidence must be sought,
obtained and retained by the instifutions.

2.6.1.7.4. Where necessary, an additional comfort must be obtained
by confirming the cuslomer’s true name, address and date of birth from
a reputable eredil institution in the customer’s home country.

Financial institutions are reguested to nse these requiremernts in
canjunction with Appendix A to this Regnlatian.

2.6.1.8.1. Becanse of possible false identities and impersonations that
can arise with non face-to-face customers, it is important to ensure that
the applicant is who he/she claims to be. Accordingly, one additional
measurc or check should be undertaken to supplement the
documentary or electronic evidence. These additional measures will
apply whether the applicant is resident in Nigeria or elsewhere and must
be particularly robust where the applicant is requesting a bank account
or other product/service that offers money transmission or third party
payments.

2.6.1.8.2. Procedures to identify and authenticate the customer
have to ensure that there is sufficient evidence either documentary or
electronic to confirm lis address and personal identity and to undertake
al least one additional check fo guard against impersonation or fraud.

_ 2.6.1.8.3. The extent of lhe identification evidence required will
depend on the nature and characteristics of the produef or service
and the assessed risk. However, care must be iaken to ensure that the
same level of information is oblained for mternet customers and other
postal/telephone customers.

2.6.1.8.4. If reliance is being placed on intermcediaries lo undertake
the processing of applications on the customer’s behalf, checks should
be undertaken to ensure that the intermediaries are regulated for money
lanndering prevention and that the relevant identfication procedures
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are applied. In all cases, evidence as to how identity has been verified
should be obtained and retained with the account opening records.

2.6.1.8.5. Financial institutions are directed to conduct regular
monitoring of internet-based businessiclients. If a significant proportion
of the business is operated electronically, compiuterized monitoring
systems/solutions that are designed to recognize unusual transaclions
and related patterns of transactions should be put in place (o recognize
suspicious transaclions. AML/CFT compliance officers are required
{o review these systems/solutions, record exemptions and report same
quarterly to the NIFIU.

2.6.1.9.1. A refugee and asylum seeker may require a basic bank
account without being able to provide evidence of identity. In such
circumstances, authentic references from Ministry of Internal Affairs
or an appropriate governmenl agency should be used in conjunction
wilh other readily available evidence.

2.6.1.9.2. Additional monitoring procedures should however be
undertaken 1o ensure that the use of the account is consislent with the
customer’s circumstances.

2.0.1.10.1. When opening accounts for students or other young people,
the normal identification procedures set out in this Regulation should
be followed as far as possible. Where such procedures would not be
relevant or do not provide satisfactory identification evidence,
verification could be obtained :

- via the home address of the parent(s) ; or

by obtaining confirmation of the applicant’s address from his/her
institution of learning ; or

by secking evidence of a tenancy agrecment or student
accommodation contract.

2.6.1.10.2. Often, an account for a minor will be apened by a family
member or guardian. In cases where the adult opening the account does
not already have an account with the financial instilution, the
ideniification evidence for that adult, or of any other person who will
operate the account should be obtained in addition to obtaining the
birth certificate or passport of the child. 11 should be noted that this
type of account could be open to abuse and therefore strict monitoring
should be undertaken.

2.6.1.10.3. For accounts opened through a school-related scheme,
the school should he asked to provide the date of birth and permanent
address of the pupil and to complete the standard account opening
documentation on behalf of the pupil.




2.6.2. Quasi Corroratt: CUSTOMERS

2.6.2.1.1. Trusts, nominee companies and fiducjaries are popular
vehicles for criminals wishing to avoid the identification procedures
and mask the origin of the criminal money they wish to luunder. The
particular characteristics of Trust that attract the genuine customer,
the anonymity and complexily of structures that they can provide are
also highly attractive to money launderers.

2.6.2.1.2. Some trusts, nominees and fiduciary accounts present a
higher money laundering risk thun others. Identification and “Know
Yorr Business™ procedures necd to be sel and managed according
to the perceived risk.

2.6.2.1.3. The principal objective of moncy laundering preventian
via trusts. nominees and fiduciaries is to verily the identity of the
provider of Funds such as the settlor. and those who have control
over the funds (the trustees and uny controllers who have the power
to remove the tustees). For discrefionary or offshore Trust, the
nature and purpose of the Trust and the original source of funding
must be ascertained.

2.6.2.1.4. Whilst reliance can often be placed on other financial
inslitutions that are regulated for meney laundering prevention o
undertake the checks or confirm identity, the responsibility (0 ensure
that this is undertaken rests witb the financial insdtution. The
widerlying evidence of identity must be made available to law
enforeement agencies in the evenl of an investigation.

2.6.2.1.5. ldentification requirements must be obtained and nof
waived for any trustee who does not have authority to operate an
acconrt and cannet give relevant instructions concerning tre use
or fransfer of funds.

and therefore addiional measures are needed for Specicl Purpose
Vehliicles (SPYs) or Internaiional Business Companies connected
o Trusts. particularly when Trusts are set up in offshore locations
with strict bank secrecy or confidentiality rules. Those created in
Jurisdictions without equivalent moncy laundering procedures in
place should warrant additional enguiries.

2.6.2.2.2. Unless the applieant for business is itsell a regulated
Financial institution. measures should be taken to identify the Trust
company or the corporate service provider in line with the requirsments
for professional intenmediaries or eompanies generally.

2.6.2.2.3. Certified copies of (he documentary evidence of identity
for the underlying principals such as settlors. controllers, ele. on whose
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hehalf the applicant for business-is acting, should also be obtained.

2.6.2.2.4, For overseas Trusls, nominee and fidueiary accounts,
where the applicant is itself a financial institution thal is regulated
for money laundering purposes :

reliance can be placed on an introduction or intermediary
cerlifieate letter stating that evidence of identity exists for all
underlying principals and confirming that there are no auonymous
principals ;

the trustees/nominees should be asked to state from Lhe
outset the capacity in which they are operaling or making the
application ;

documentary evidence of the appointment of the current
Trustees should also be obtained.

2.6.2.2.5. Where the underlying evidence is not relained within
Nigeria, cuquiries should be made to determine, as far as practicable,
that there are no overriding bank secrecy or confideutiality constraints
Lthat will restrict access to the documentary evidence of identity, should
it be needed in Nigeria.

2.60.22.6. Any application io open an accoant or undertake a
transaction on behalf of another without the applicant identifying
their Trust or Nominee capacity should be regarded as suspicious
and should lead (o further enquiries and rendition of reports to the
NFIU.

2.6.2.277. Where a bank in Nigeria is itself the applicant for an
offshore Trust on hehalf of a customer, if the corporate Trustees are
not regulated, then the Nigerian bank should undertake the due
diligence on the Trust itself. .

2.6.2.2.8. If ihe funds have been drawn upon an account that is
not nnder the control of the Trustees, the identity of two of the
aulborized signalories and their authority to operate the account should
also be verified. When the identity of beneficiaries has not previously
been verified, verification should be undertaken when payments are
made fo themn.

2.6:2.3.1. In the case of conventional Nigerian Trusts, identificalion

evidence should be obtained for :

those who have control over the fnnds {(the principal trustecs
who may include the settlor) : and

the providers of the funds (the settlors, except where they ure
deceased) ; and




Where the settlar is deceased, wrillen confinmation should be

obtained for the source of funds (grant of probate or copy of the Will
or other document vreating the Trust).

2.6.2.3.2. Where a corporate Trustee such as a bank ucts jointly with
a co-Trustee, any non-regulated co-Trustees should be verified even if
the corporale Trustee is covered by an exemption. The relevant guidance
contained in this Regulation for verilying the identity of persons,
institutions or companies should be followed,

2.6.2.3.3. Although a financial instivution may nol review any exisling
Trusk, confirmation of the settlor and the appointment of any additional
Trustees should be obrained.

be centifed as true copics. In addition, a check should be carried oul to
ensure that any bank uccount on which the Trustees have drawn funds
is in their numes. Taking a risk bused approach, consideration should be
given as o whether the identity of any additional authorized signataries
10 the bank account should alse be verified.

2.6.2.3.5. Ttis anormal practice for payment of any trus! property 1o
be made (o all the Trustees. As @ maltter of practice. some life assurance
compinies make payments directly 1o beneficiaries on receiving arequest
vom the Trustees. In sach circumstunces, the payment should be made
to tire named bengficiary by way of a crossed cheque marked “acconnt
payee only” or i hank transfer divect to an aceowsat in the name of the
beneficiary.

2.6.2.4.1. Where money is received on behalf ol a Trust, reasonable
steps should be taken to ensure Ui

the source ol the funds is properly identified ; and
the nature of the transaction or instruction is understood.

2.6.2.4.2. 1t 1s also important w ensure thal paymenls are properly
autherized in writing by the Trustees.

2.6.2.4.3. Identification of New Trustees

Where # Trustes who has been verified is replaced, the identity of #

the new Trusiee should be verilied beiore he/she is allowed 10 exercise
control over the funds,

2.6.2.44. Life Policies Placed in Trust

Where a life policy is placed in Trust, the applicant for the policy is
also a Trustee and where the Trustees bave no bencticial interest in the
funds, it should only be necessary te verify the identity of the person
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appiying for the policy. The remainder of the Trustees would however
need to be identificd in a sithation where policy proceeds were being
paid 1o a thivd party not identified in the trust deed.

2.6.2.5.1. The authority 1o deal with assets under a Power ol Atlorney
and Third Party Mandates constitules a business relationship.
Consequently, at the start of the reladonship. identification evidence
should be «lvained from the holders of powers of attorney and third
party maudates in addition to the custamer or subsequently on a later
appointment of a new attorney. if advised. particularly within one year
ol the start of the business relationship. New attorney for corporate or
Trust husiness should always be verified. The most important
requirement is for financial institution to ascertain the reason for the
granfing of the power of attorney.

2.6.2.5.2. Records of all transactions undertaken in aceordance with
a Power o Allorney should be maintained ax part of the client’s record.

2.6.2.6.1. Where a bank account is opened for the purpose ol winding
up the estate ol a deceased pevson. the identily of the executor /
administralor of the estate is required te be verified.

2.6.2.6.2. However, identification evidence would not normally be
required for the executors/administrators when payment is boing made
from an established bank or mortgage institution’s account in the
deceased’s name. solely for the purpose of winding up the estate in

accordance with the Grant of Probale or Letter of Administration.
Similarly. where u life policy pays out on death, there 15 nermally no
need Lo obtain identification gvidence [or the legal representatives.

2.6.2.6.3. Payments (o e underlying named beneficiaries on the
instructions of the executor or administrator may afso be made without
additional verilication requirements. However, it a beneliciary wishes
to transact business in hisfher own name, then identification evidence
will be required.

2.0.2.6.4. In the event that suspicions are aroused concerning the
nature or origin of assets comprising an estate that is being wound
ap, then reports of the suspicions are required to be rendered to the
NFIU.

2.6.2.7.1. Stockbrokers, fund managers. solicitors, accountants, estate
agents and other intermediaries frequently hold funds on behalf of their
clients in “client accounts™ opened with financial institutions. Such
accounts may be general omnibus adcounts holding the funds of many
clients or they may be opened specifically for a single client. In each
case, it is the professional intermediary who is the financial
institution’s customer. These situations should be distinguished from




those where an intermediary introduces a chient who himsell becomes a
customer of the financial institution.

2.6.2.7.2. Where the professional intermediary is itself covered and
is indeed monitored by the money laundering regulations and AML/
CFT supervisors respectively or their equivalent, identification can be
waived on production of evidence.

2.6.2.7.3. However, where the professional intermediary is not
regulated under the Money Laundering Regulations or their equivalent,
the financial institution should not only verify the identity of the
prafessional intermediary but should verify also the identity of the
person on whose behalf the professional intermediary s acting.

2.6.2.7.4. Where itiz impossible [or a financial institution to establish
Lhe identity ol the person{s) or whom a solicitor or accouantant is acting,
it will need to lake @ commercial decision based on its knowledge of the
imlermediary, as to the nature and extent of business that they are prepared
to conduct if the professional Firm is netitself covered by this Regulation.
Financial institutions, should be prepared to make reasonable
engiiries aboud transactions passing throwgh client-acconnts thet give
carse for concern and should repori any transaction where suspicions
cannof be satisfied to the NFIU.

2.6.2.8.1. Where the applicant is an un-incorporated business or a
parinership whose principal partners/controllers do not already have a
business relationship with (he financial institution, identification
evidence should be obtained for the principal beneficial owners/
controllers. This would also entail identifying one or more signatories
in whom signilicant control has been vested by the principal beneficial
owners/controllers.

2.6.2.8.2. Evidence ol the trading address of the business or
partnership should be obtained. Where a current account is being opened,
a visit Lo the place of business mnight also be made 1o confirm the true
nature of the business activities. For established businesses. a copy of
the latest report and audited accounts should be obtained.

2.6.2.8.3. The nature of the business or partnership should be
ascertained (bul not necessarity verilied from a parinership deed) to
ensure that it has a legitimate purpose. In cases where a formal
partnership arrangement exists, u mandale from the partnership
authorizing the opening of an acconnl or undertaking the transaction
and conferring authority on those whao will undertake transactions should
be obtained.

2.6.2.9. Alimiied liability partmership should be treated as eorporate
customers [or verification of identity and Know y.aur customer purposes.
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2.6.3. Pusk Corporarm: (uinMixs

2.6.3.1.1. Compiex organizations and their structures. other corporate
atd legal entities are the most likely s ehicles For money laundering. Those
that are privalely owned are beirg fronted by legitimate (rading companies.
Care should be taken (o verily the legal existence of ihe upplicant-company
from official decuments or sources and to ensure that persons purporting
toact on its bebl Fare Tully anthorized. Enquiries should be made o confirm
that the lecal person is nol merely a “brass-plate company™ where the
conirofling principals cannot be identified.

2.6.3.1.2. Theadentily of a corporale cOmpany Comprises :

registration number |

registered corporute name and any (racding nines used ;
- registered address and any separate principal trading addresses ;

direclors ;

owners and sharcholders ; and

the natvre of the company’s business.

2.6.3.1.3 The extent of identification measuresreqguired to validate this
information or the documentary evidence (o be obtained depends on the
nature of the business or service thal the company requires from the financial
institution. A réisk-based approach should be taken. 1n all cases. information
us to the nature of the nornal business activities thal the company expects
Lo undertake with the financial inslitntion should be obtained. Before a
business relationship is established, measures should be taken by way of
company search @t the Carporate Aflairs Commission (CAC)Y and other
commercial enguiries undertaken to check (hat the applicant-company’s
legal existence has not been or is not in the process of being dissolved,
struck oft. wound up or terminated.

2.6.3.2.1. As with the requirements for private individuals, because of
the additional risks with non face-to-face business. additional procedures
must be undertaken to ensure that the applicant’s bustness, company ov
sociely exists at the address provided and it is for a legitimare purpose.

2.6.3.2.2, Where the characteristics of the product or service permil,
care should be taken to ensure that relevant evidence is obtained to confirm
that any individual representing the company has the necessary authority
w do so.

2.6.3.2.3. Where the principal owners, controlless or signatories need
to be identified within tie relationship, the relevant requirements for the
identification of personal customers should be followed.

2.6.3.3.1 Public Registered Companies




2.6.3.3.1.1 Corpurate customers (hat are listed on the stock exchange
are considered to be publicly owned und generally accountable.
Consequentiy, there iy no need to verily the identity of the individual
shareholders.

2.6.3.5.1.2 Similarly, it is not necessary W identify (he divectors ol a
quoted company. However, financial institulions are required (o make
appropriate arriangements fo enswre that the individual officer or employee
(past or presend } is not using the neme of the company or ity velafionship
with the financial institulion for a criminal purpose. The Board Resolution
or other authorily for any representative fo act on behalf of the compuny in
its dealings with the financial institution should be obrained to conlirm
that the individual has the authority 1o act. Phone calls can be made to the
Chief Fxecutive (fficer of such ¢ company to intimate him of the
application to open the account before the financial institution.

2.6.3.3.1.3. No further steps should be taken to verify identity over and
ahove (he usual commercial cheeks where the applicant company is :

listed on the stock exchange @ or

there 35 mdependent evidence o show that it is a wholly owned
subsidiary or a subsidiary under the control of such a company.

2.6.3.3.1 4. Due diligence will normally he conducted where the
accound ar service required falls within the eategory of Iigher risk
brsiness.

2.6.3.1.2. Private Companies

2.6.3.3.2.1. Where the applicant is an unguoted company and none of
thr pomeipal directors or sharehoiders already have an account with the
tiancial institution, the following documents sheuld be obtained {rom an
olficial or recognized independent source Lo verily the business itself:

(/) acopy of the certificale of incorparation/registration, evidence of
the compuny’s registered address and the list of sharcholders and
directors ;

(if) a search at the Corporare Aftairs Commission (CAC) or an enquiry
via a business infarmation service to obtam the information in () ahove ;
and

{ifi) an underraking from a livm ol lawyers or accountants confinming
the documents submitted lo the CAC.

2.6.3.3.2.2. Allention should be paid to (he place of origin of the
documents and the background against which they were produced. If
comparable documents cannot be obtained, then verilication of principal
beneficial owners/controllers should be underiaken. »
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2.6.3.4.1. Bank Accounts for Registered Public Companies

Where a higher-risk bnsiness applicant is sceking Lo enter into a full
banking relationship or any other business relationship where third party
funding and transactions are permitted, the following evidence must be
obtained either in documentary or electronic form :

- For established companies (those incorporated for 18 months or
more) a set of the latest report and audited accounts is required to be
produced ;

* Asearch report at the CAC or an enquiry via a business information
service or an undertaking from a firm of lawyers or accountants
confirming the documents submitted to the CAC ;

A certified copy of the resolution of the Board of Directors 10
open an account and conter authority on those who will operate it ; and

- The Memorandum and Articles of Association of the company.
2.6.34.2. Higher Risk Business Relating to Private Companies.

For private companies undertaking higher risk business (in addition to
verifying the logal existence of the business) the principal requirenient is
to look behind the corporate entity to identify those who have ultimate
control over the business and the company’s assefs. What constitutes
significanl shareholding or control for this purpose will depend on the
nature of the company. Identification evidence is required to be obtained

[or those sharcholders with interests of 5% or more.

2.6.3.4.3. The principal control rests with those who are mandated to
manage the funds, accounts or investments without requiring
anthorization and who would be in a posiifon to override internal
procedures and control mechanisms. ‘

2.6.3.4.4 Identification evidence should be obtained for the principal-
beneficial owner{s) of the company and any other person w:th principal
control over the company’s assets. Where the principal owner is another
carporate entity or Trust, the objective is to undertake measures that look
behind that company or vehicle and verify the identity of the beneficial-
awner(s) or settlors. When financial institutions become aware that the
principal-beneficial owners/controllers have changed, they are required
to ensure that the identities of the new ones are verified.

2.0.3.4.5. Financial institutions are required to aiso identify directors
who are not principal controllers and signatories to an account for risk
based approact purpose.

2.6.3.4.6 In respect of a full banking relationship {irrespective of whether
or not the turnover is significant) a visit to the place of business must be




undertaken o confirm the existence of business premises and the nature
of the business activities conducted.

2.6.3.4.7. If suspicions are aroused by a change in the natyre of the
business transacted or the profile of payments through a bank or
investment account, further checks should be made to ascertain the
reason for the changes.

2.6.3.4.8, For full banking relanonships, periodic engairies are required
to be made 1o establish whether there have been any changes to controllers,
shareholders or 1o the original nature of the business or aclivity.

2.6.3.4.9. Particular care should be taken to ensure that full
ideniification and “Know Your Customer” requirements are met if the
company iy an lnternational Business Company (I8C) registered in an
affshore jurisdiction and operating out af a different jurisdiction.

2.6.3.5.1 For {oreign financial institutions, the confirmation of existence
and regulatzd status should be checked by one of the [ollowing means :

checking with the home country’s Central Bank or relevant
supervisory hody : or

ehecking with another olfice, subsidiary. branch, or correspondent
bank 1n the same country ; or

checking with Nigerian regulated correspondent bank of the overseas
nstitunon @ or

obtaining evidence of its licence or anthorization to conduet finaneial
and banking business (rom the instiwtion itself

2.6,3 3.2, Additional inlormaiion on banks all over the world can be
obtained from various international publications and directories or any of
the international business information services,

References made to these publications are not meant ta replace the
confirmation evidence required above.

2.6.3.6. Although bureaux de change are subject to the regulations, they
must be verified in accordance with the procedures [or Other Financial
Institutions, Seatisfactory evidence of identity must include receipt of a
certified copy of the applicant’s operating licence.

2.6.3.7 Ornrr INSTITUTIONS

2.6.3.7.1 (&} In the case of applications made on behalf of clubs or
racielies. a financial institntion is required to take reasonable steps to satisfy
itself as 1o the legitimale purpese of the organizalion by sighting its
constitution. The identity of at least twe of the principal contact persons or
signataries should be verified initially in line with the requirentents for
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private individeals, The signing authorities should be structured Lo ensure
thal at least fwe of the signatories thal autherize any transaction have
been verified. When signatories change. financial institutions are required
Lo ensure Lhat the identity of at least two of the current signatories are
verified.

{b) Where the purpose of the club or sociely is to purchase the shares of’
regulated investment company or where all the members would be regarded
as individual ¢lients, ali the members in such cases are required to be
identified in line with the requirements [or personal customers. Financial
institutions are required 1o look at each situation on a case-by-case basis.

2.6.3.7.2. Occupational Pension Schemes

2.6.3.7.2.1 In all ransaclions undertaken on dbehall of an Qccupational
Pension Scheme where the transaction 15 not in relation to « long term
policy of insurance, the identities of both the Principal Employer and the
Trust are required (o be verified.

2.6.3.7.2.2 In addition to the identity of the Principal Employer, the
souree of funding should be verified and recorded Lo ensure thal a complete
audit trail exists il the employer is dissolved or wound up.

2.6.3.7.2.3 For the Trustees of Qecuparional Pension Schemes,
satislactory identification evidence can be based on the inspectior: of formal
documents concerning the Trust which continn the names of the current
Trustees and their addresses for correspondence. In addition 1o the
documents, conlirming the trust identification can be based on extracts
framm Public Registers or references from Professional Advisers or
Investment Managers.

2.6.3.7.2.4 Any payment ol benefits by or on behalf of the Trustees of
an Occupational Pension Scheme will not require veritication of identity
of the recipient.

2.6.3.7.2.5 Where individual members of an Oceupation Pension Scheme
are 1o be given personal invesunent advice, (beir identities must be verified.
However, where the Truslees and Principal Employer have been
sutisfactorily identified (and the information is still current) it may be
appropriate Tor the Employer o provide confirmation of the idenlity of
individual employees.

2.6.3.1.3. Charities in Nigeria

{2y Adhcrence to the idemification procedures required for money
laundering prevention parpose would remove the opportunities for opening
unauthorized accounts with false identities on behalf of chariues.
Confirmation of the auithority (o act in the name of the charity is clearly
mandatory.




(h) The practice of opening unanthorized accounts of this type under
sole control is strongly discouraged. For emphasis, accounts for Charities
in Nigeria are required to be operated by a minimum of tweo signatories,
duly verified and docwmentation evidence obtained.

2.6.3.7.4. Registered Charities

() When dealing with an application from a registered charity, the
financial institution is required (o oblain and confinm the name and address
ol the eharity concerned.

(hy To guwrd against the laundering of fraudulently obtained funds
(wheve the person making the application or undertaking ihe transuction is
not the official correspondent or the recorded alternate) a financial
instituiion is required to send 4 letler (o the official correspandent, informing
nitm of the Chanity's application before it. The efficial correspondent should
be requested te respond as a matter of urgeney especially where there is
any reason to suggest that the application has been made without authority.

(¢) Where a charity is opening a current account, the identity of all
signatories should be verificd inttially and when the signatories change,
care should be taken to «nsury that the identity of any new signatory iy
verified.

{«fy Applications an beralf of un-registered charities should be dealt
wilh m accordance with procedures for clubs and societies sel oul in ftem
2.6.3.7.1 of this Regulation.

2.6.2.7.5. Religions Crganizations (ROy)

A religious organization is expected by law [0 be registercd by the
Corporale Affairs Commission (CAC) and will therefare have aregistered
number. Its identity can be verified by reference to the CAC, appropriate
headquarters or yegional srea of the denomination. As a registered
organization, the identity of af least {wo signalories Lo its accouni mast
be verified.

2.6.3.8. Where the applicant for business is any of the above, the
finarcial institution is reqguired to verilfy the legal standing of the applicant,
including s principal ownership and the address. A certified copy of the
Resplution or other documents authorizing the opening of the account or
o undertake the transaction should be obtained in addilion lo evidence
that the oflicial representing the body has the relevant authority (o act.
Telephone contacts must also be made with the Chicf Exeeutive Officer
of the organization/parastatals concerned, intimating him of the
application (o open the account in the financial institution.

Appropricie agthorizatinn from Federal/State Accountant General is
a pre-requisite for any of the three tiers of governmment/parastutals to
open accounts with financial institutions in Nigeria.
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Toreign 2.6.3.9. The authenlicity of applicants thal request lo open accounts

L or undertake transactions in the name of Nigerian-resident foreign
consulates and any documents of authorization presented in support of the
application should he checked with the Ministry of Foreign Affairs or the
relevant authorities in the Consulate’s home country,

2.7. INTERMEDIARIES OR OTHER THIRD PARTIES TO
VERIFY IDENTITY OR TO INTRODUCE BUSINESS

Who to rely 2.7.1. Whilsl the responsibility to oblain satisfactory identilication
upon and evidence rests with (he financial institution that is entering into the
s relationship with a client, it is reasonable. in a number of circumstances,
Ao nsLEnces, 5 ) : e =

for reliance o be placed on another [inancial institution lo ;

undertzke the identilication procedure when introducing a cnslomer
and 1o obtain any additional KYC information from the clienr ; or

confirm the identification details if the customer is nol resident in
Nigeria ; or

confirm that the verificalion of identity has been carried out (if an
agent is acting for unclerlying principals).

Introductions 2.7.2. Where an intermediary introduces a cusiomer and then withdraws

from from the ensuing relationship altogether, then the underlying customer has

A,““"’Ei“d become the applicant for the husiness. He must, therefore, be ideniified

ﬂ:::::"ﬁ:nm in line with the requirements for personal, corporate or business
customers as appropriate. Anintroduction letier should therefore be issucd
by the introducing financial institution or person in respect of cach applicant
for business. To ensure that product-providers meel their obligatious, that
satisfaclory identificalion evidence has been obtained and will be retained
for (he necessary stalutory period, each introdaction letter must either be
accompanied by eertified copies of he identification evidence that has
been obtained iu line with the usual practice of certification of identification
documents or by sufficient details/reference numbers, ete that will permit
the actual evidence oblained to be re-obtained at a later stage.

Written 2.7.3.1 For a written application (unless other arrangements have been

Applications. agreed that the service provider will verify the idertity itself) a (inancial
intermediary must provide along with each application, the customer’s
introduction letter together with eertified copies of the evidence of ideutity
which should be placed in the customer’s file. :

2.7.3.2 1f these procedures are followed, the product preovider,
stockbroker or investinent banker will be considered to have fulfilled its
own identification obligations. However, if the letter is not torthcoming
from the intermediary, or the letter indicates that the intermediary bas not
verified the identity of the applicant. the service provider is required to




satisfy its obligation by applying its own direct identificalion procedures.

2.7.4. Unit Trust Managers and other product providers receiving non-
written applications from financial intermediaries (where a deal is placed
aver the tetephone or by other electronic means) have an obligation to
verily (he identity of customers and ensure that the intermediary provides
specific confirmation that identity has been verified. A record mast be
made of the answers given by the intermediary and retained for a
mirimum period of five years. These answers constitute sufficient
evidence of identity in the nands of ilie service provider.

2.7.3. Where introduced business is received from a regulated financial
intermediary who is outside Nigeria. the reliance that can be placed on
that intermediary (o undertake the verification of identity-check must be
assessed by the MLCO or some other competent persons within the financial
institution on a case by case basis based on (he knowledge of Lhe
intermediary.

2.7.6.1 Where a customer is introduced by one part of a financial sector
group to another, it is not necessary for identity to be re-verified or for the
records to be duplicated provided that

the identity of the customer has been verified by the introducing parent
company, branch, subsidiary or associate in line with the money laundering
requirements of equivalent standards and taking account of any specific
requirements such as scparate address verification ;

no exemptions or concessions have been applied in the original
verification procedures that would not be available to Lhe new relationship ;

a group introduction letter is oblained and placed with the customer’s
aceount opening records ;. and

in respect of group inlroducers {rom outside Nigetia, arrangements
should be put in place 1o ¢usure that identity is verified in accordance with
requiremenis and that the underlying records of identily in respect of
introduced cusiomers are retained Lor the necessary period.

2.7.6.2 Wherc financial instilutions have day-to-day access to all the
Group’s “Know Your Customer” information and records, there is no
need to identify an introduced custemer or obtain a group introruction
lelter if the identity af that customer has been verified previousty. However,
if the iclentity of the customer has not previously been verified, then any
missing identification evidence will need to be oblained and a risk-based
approach faken on the extent of KYC informalion that is available on
whether or not additional informaton should be obtained.

2.7.6.5 Pmnancial institutions are required Lo ensure that there is no
secrecy or data protection legislation that would restrict free access o ihe
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records on request or by law enforcement agencies under courl order or
relevant mutual assisiance procedures. If it is found that sueh restriclions
apply. copies of the underlying records of identity should, wherever
possible, be sought and retained.

2.7.6.4 Where identification records are held outside Nigeria, it is still
the responsibility of the financial institution to ensure that the records
available do, in facl, meet the requirements in this Regulation.

2.7.7.1 Where an applicant is dealing in ils own name as agenl for its
own client, a financial institution must, in addition to verifying the agent,
establish the identity of the underlying client.

2.7.7.2 A finaneial institution may regard evidence as sufficient if il has
esrablisbed that the client :

is bound by and has observed this Regulation or the provisions of the
Money Laundering (Prohibition) Act, 2004 ; und
is acting on behalf of another person and has given a wrilten assurance

that be has obtained and recorded evidence of the identity of the person on
whose behalf he is acfing.

2.7.7.3. Consequently, where another financial institution deals with its
own client (regardless of whether or nol tbe underlying client is disclosed
Lo the financial institution) then :

where the agent is a financial institution, there is no requirement (o
establish the identity of the underlying clients or 1o oblain any form of
written confirmation from the agent concerning the due diligence
undertaken on its underlying clients: or

where a regulated agent from outside Nigeria deals through a
customer ontibus acconnt or for a named customer through a designated
acconnt, the agent should provide a wrilten assurance that the identity of
all the underlying clients has been verified in accordance with their local
requirements.

Where such an assurance cannot be obtained, then the business shonld

not be undertaken.

2.7.7.4. In circumstances where an agent is either unregulated or is
not covered by the relevant mowney laundering legislation, then each case
should be trealed on its own merits. The knowledge of the agent will inform
the type of the due diligence standards to apply. Risk-based approach must
also be observed by the financial instilution.

2.7.8. For syndicaled lending arrangements. the verification of identity

and any additional KYC requirements rest with the lead-manager or agent
required to supply the normal confirmation letters,




2.7.9.1 ‘I'ransaciions conducted through correspondent relationships
need 10 be managed, taking a risk-based approach. “Knew Your
Correspondent” procedures are required to be established to ascertain
whether or not the correspondent hank or the counter-party is itself
regiilated for money laundering prevention. If regulated, the correspondent
is required to verify the identity of its customers in accordanee with FATF-
stundards, Where this is not the case, additional due diligence will be
required Lo ascertain and assess the cowrespondent’s internal policy on
moncy laundering prevention and know your customer procedures.

2.7.9.2. The volume and nature of transactions flowing through
correspondent accounts with finauncial institntions from high risk
Jurisdictions or those with inadegoacies or material deficiencies should
he monitored against expected levels and destinations and any material
variances should be checked.

2.7.9.3. Financial institutions are required to maintain records of
fraving ensured that sufficient due diligence has been undertaken by
the remitting bank on the underlying client and the origin of the funds
in respect of the funds passed through their accounts.

2.7.9.4. Financial institutions are reguired to also gnard against
establishiing correspondent relationships with high risk foreign banks
(e.g. shell banks) or with correspondent banks that permit their accaunts
to be used by such banks,

2.7.9.5. Staff dealing with correspondent banking accounts are
required to be trained to recognize higher risk circumstgnces and be
prepared to challenge the correspondents over irregular activily (whether
isolated transactions or trends) and Lo submit a suspicious activity report
to the NFIUL

21.7.9.6. Financial institutions are required to terminate their accounits
with correspondent banks that fail to provide satisfaciory answers to
reasonable gquestions including confirming the identity of customers
involved in unusual or suspicious circumstances.

2.7.10.1 When one financial instilution acquires the business and
accounts of another financial institution. it is not necessary for the identity
of all the existing customers Lo be re-identified, provided that all the
underlying customers’ records are acquired wilh the business. It is, iowever,
important to carry oul due diligence enguirvies to confirm thai the acquired
institution had conformed with the requirements in this Regnlation.

2.7.10.2 Verification of identity should be undertaken as soon as it is
practicable for all the transferred cuslomers who were not verified by the
wransferor in line with the requirements for existing customers that open
new accounts, where :
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the maney laundering procedures previously undertaken have not been
in accordance with the reguirements of this Regulation ;

the procedures cannot be checked ; or

where the customer-records are not available to the acquiring finaneial
institution.

2.8. RECEIVING FINANCIAL INSTITUTIONS AND AGENTS

2.8.1. Receiving financial institutions may be used by money launderers
in respect of offers for sale where new issues are over-subscribed and their
allocation is scaled down. In addition, the money launderer is 1ot concerned
if there is a cost involved in laundering criminal money. New issues that
wrade al a discount will, therefore, still prove acceplable o the money
launderer. Criminal funds can be laundered by way of the true bencticial-
owner of the funds providing the payment for an application in another
person's name, specifically 1o avold the verification process and o break
the audit trail with the underlying crime from which the funds are derived.

2.8.2.1. Receiving financial institutions should obtain satisfaclory
identification evidence of new applicants, including such applicants in a
rights issue where the value of a single transaction or a series of linked
transactions is $1,000 or its equivalent for individuals and 19500,0000 for
corporate body or more.

2.8.2.2 If funds to be invested are being supplied by or on behaif of a
third party, it is important thal the identification evidence for both the
appliicant and the provider of the funds are obtained to ensure that the
audit trail for the funds is preserved.

2.8.3.1 Where be application is submitied (payment made) by a broker
or an intermediary acting as agent, no steps need be taken to verify the
identity of the underlying applicants. However, the following standard
pracedures apply :

The lodging agent’s stamp should be affixed on the application form
or allotment letier ; and

Applicalion/acceplance forms and cover letters submitted by lodging
agents should be identified and recorded in the bank's records.

2.8.3.2. The terms and eonditions of the issue should stale that any
requiremnents to oblain identification evidence are the respansibility of
the broker lodging the application and not the receiving financial
iastitution.

2.8.3.3. Where the original application has been suhmitled by a regulated
broker, no additional identification evidence will be neeessary for
subsequent calls in respect of shares issted and partly paid.




2.8.4. If the broker or other introducer is a regulated person or institution
(including an overseas branch or subsidiary) from a country with equivalent
legislation and financial scetor procedures, and the broker or introducer is
subject to anti-money laundering rules or regulations, then a written
assurance can be taken from the broker that he/she has obtained and
recorded evidenee of identity of any principal and underlying beneficial
owner that is introduced.

2.8.5.1 Where multiple family applications are received supported by
one cheque and the aggregate subscription price is US §1.000 USD or
more; and $1,000 USD or more for an individual person, then identification
evidence will not be required for :

a spouse or any other person whose surname and address are the
same as lhose of the applicant who has signed the cheque ;

a joint account hotder ; or

an application in the name of a child where the relevant campany’s
Articles of Association prohibit the registration in the names of minors
and the shares are to be registered with the name of the family memnber of
Iull age on whose account the cheque is drawn and who has signed the
application form.

2.8.5.2 However, identification evidence of the signatory of the financial
instrument will be required for any multiple family application for more
than $1,000 or its equivalent; or more than 9250, 000 for an individual; or
more than 500, 000 for a body corporate where such is supported by a
chegue signed by someane whose name differs from that of the applicant.
Other monetary amounts or more may, from time to time, be stipulated by
any applicable money laundering legislation/guidelines.

2.8.5.3 Wherc an application is supported by a financial institution's
branch cheque or brokers® draft, the applicant should state the naine and
account number from which the funds were drawn:

on the front of the cheque ; or
on the hack of the cheque together with u branch stamp ; or
providing other supparting documents.

2.8.6.1 If il appears o a person handling applications that a number of
single applications under $1,000 or its equivalent and N500.000 in different
nanes are linked (&.g. payments from the same financial institution account)
apart from the multiple family applications above, identification evidence
must be obtained in respect of parlies involved in each single transaction.

2.8.6.2 Installment payment issucs should be treated as linked
transactions where it is known that total paymenis will amount to $1,000
USD or its equivalent for an individual; or t500,0000 for body corporate
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ot such other monetary amounlts as may, from lime 1o time, be stipulated
by any applicable money laundering legislation or guidelines. Either at (he
cutset or when a particular point has been reached. identilication evidence
must be oblained.

2.8.6.3 Applications that are believed to be linked and money laundering
is suspeeted are required to be processed on a separate batch for
investigation after allotment and registration have been completed. Returns
with the documentary evidence are 10 be rendered to the NFIU accordingly.
Copies of the supporting cheques, application forms and any repayment-
cheqiies must be retained to provide an audit trail until the receiving
Sinancial institntion is informed by CBN, NFIU or the investigaling
officer that the records are of no further interest.

2.8.7. Where a customer wishes to open 1 DA or make a wholesale
deposit by meuns ol cash or inter-bank transfer, the financial institntion is
required to obtain identification evidence in uccordance with the
reguirements for private individuvals, companies or professional
intermediaries operating on behall of third parties as appropriate. [t should
satisly itself thal the transferring tnstitution is regulated for money
laundering prevention in its country ol origin,

Precautions should be taken in relation (o requests 1o hold boxes. parcels
and seuled envelopes in a sufe custody. Where such facilities are made
available to non-account holders. the identification procedures set oul in
this Regulation must be followed, depending on the iype of individual
involved.

2.9. EXEMPTION FROM IDENTIFICATION PROCEDURES

Where a customer’s identily was not preperly oblained as contained in
this Regulation and Requircinents for Account Opening Procedure. [inancial
imslitutions are required Lo re-establish the customer’s identity in line with
the contents of this Regulation, except where 1t concerns:

2.9.1. ldentufication evidence is not required where the applicant for
business is 4 Nigerian financial instifution or person covered and rega!ated
by the requirements of this Regulation.

2.9.2, Cash remirttances and wive transfers (either imward or oulward)
or other mouctary instruments that are underraken against payment in cash
for customers who do not have an account or other eslablished relationship
with the financial institution (i.e. walk in customers) present a high risk
for money laundering purpeses. It is therefore required that adeguate
procedures are established to record the transaction and relevamt
identification evidence taken. where necessary. Where such transactions
form a vegular part of the financial institution’s business, the Limits for
requiring identification evidence of US $ 1,000 USD or its equivalent for
foreign transfers must, however, be observed.




2.9.3. The proceeds of 2 one-off transaction due can be paid 10 4 custowner
or be further re-invested where records of liis identificalion requirements
were obtained and kept. In the absence of this his/her identification
requirements must be obtained before the proceeds are paid to him or be
re-invested on his hehalf in accordance with the relevant proyision of this
Regulation.

2.10. SANCTIONS FOR NON-COMPLIANCE WITH KYC

Failure to comply will the provisions conlained in this Regulation will
atiract appropriate saction in accordance with existing laws and as detailed
in the AML/CET section of this Regulation.

’
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ATPPENDIX A:
INFORMATION TO ESTABLISH IDENTITY
Natural A, Fornatural persong the following information should be obiained, where
Persons. applicable

lLegai swme and any other names used (such as maiden name)

Correct permanent address (full address should be obrained and a
Post Office box number is not sufficient) :

Telephone number, fax number, and e matl address .

Date and place ol birih -

Natienalily ;

Qccuparion, public position held and name of employer :

An official personal identilication number or other unique identifier
contained in an unexpired official document such as passport. identification
card, resicdence permil. social security records or drivers licence that bears
a photograph of the customer:

Type of account und nature of the banking relationship : and

Sighature.

The financiat institalion should verify this information by @t least one
[ the following methods :

=g

¢

Confirming the date of birth from an official document (eg. birth
certilicate, passport, identity card. social security records) :

Confirming the permanent address (c.g. wiility bili, ax assessment,
bank statement, a letter from a public authority) ;

Contac:ing the customer by telephone, by letter or by e-muil 1o confirm
the information supplied alter an account has been opened (e.g. a
disconnectled phone, returned mail. or incorrect e-mail address should
warrans further investigation)

Confirming the validity ol the official docomentation provided
through certification by an authorized person (e.g. embassy officizl, notary
public).

The examples quoted above are nol the only possibilities. There may be
other documents of an equivalent nature which may be produced as satistactory
evidence of customers’ identity.

Financial institutions are requited (o apply equally effective customer




ulentification procedures for non-face-to- face customers as for those available
for interview.

Fromn the information provided. finarcial institwtions should be able to
make an initial assessment of a customer's risk profile. Particular attention
needs ta be focused on those customers identilied as having a higher risk
profile. Additional inguiries mace or informaltion obtained in respect of those
customers should include the following :

Evidence of an individual’s permanent address sought through a credit
reflerence agency search, o through indzpendent verification by home visits ;

Personal reference (i.e. hy an existing customer of the same institution) ;
Prior bank reference and contact with the bank rcnnrdj.ng the customer ;
Source of wealth ;

Verificalion of employment, public position held (where appropriate).

The customer acceptance policy should not be sa restrictive to amount
1o a denial of access by Lhe gereral public to banking services, especially for
people who are financially or socially disudvantaged (see details in AML/
CFT Regulation).

. The term institution includes any entity that is net a natural person. In
cossidlering the customer identilication guidance for the different lypes of
mslitutions, particular attention shoutd be given to the dilferent levels of risk
involved.

(i) Corporaie Lniiiies

For corporate entities {i.c. corporations and partnerships), the following
information should be obtained :

Name ol imstitution;

Principal place of instizution's business operations;
Maliling address of institution;

Contact telephane and fax nurnbers;

Some form of official identification number, if available (e.g. Tax
identification number);

The original or certified copy of the Certificate of Incorporation and
Memorandum and Articles of Association;

The resolution of the Board of Directors 1o open an accouat and
identification of those who have authority to operate the account;

Nalure and purpose of business and its legitimacy.
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The financial institution should verify this information by at least one
of the following methods :

For established corporate entities - reviewing a copy of the latest
report and accounts (audited, if availuble) ;

Conducling an enquiry by a business informalion service, ar an
undertaking from: a reputable and known {irm of lawyers or accountants
confirming the documents submitted ;

Undertaking a company search and/or other commercial enquiries to
see that the insritution bas not been, or is nol in the process of being
dissolved, struck off, wound up or terminated :

Utilising an independent information verification process. such as
accessing public and private databases ;

Oblaining prior bauk relerences .
Visiting the corporate entity ; and
Contacting the corporale entity by telephane, mail or e-mail.

The (inancial institution should also take reasonable sieps o verify the
ideatily and reputation of ary agent thut opens an account on behalf of a
corporate customer. if that agent is not an officer of the corporale cuslomer.

(i) Corparation/Partaership

For corporations/partuerships, the principal guidance iz (o look behind
the institution to identify those who have control over the business and the
company 's/parinership’s assets, including those who have ultimate control.

For corporations. particular attention should be paid to shareholders,
signatories, or others who injeci a significant proportion ol the capital or
finaneial support or otherwise exercise control. Wherc the owner is another
corporate eality or trust, the objective is o underlake reasonable measures (o
look hehind that company or entity and to vertfy the identity of the princip

What constiutes contrel [ar this purpose wili deperil g B itlure o1 a
whao dre mandated (o mnope the funds,
honsarion, and wiho

company, and may restom {ho
accounts or investmants withoul reguiring fvther au
would be in a posiiion w override internn] procedires and control mechanisms,

For partnerships. cach partner should be identilicd and it 12 also important
1o identily irmmediate funily members thut huve ownemsbip control,

Where a company is Jisted on a recognisel stock exchange or is a

subsidiary of such a compumy [hei (he compry itsell may be considened (o
he the principal to be ideniified. However, consideration should be given to

whether there 1s effective control of a listed compuany by an individual, simali




group of individuals or another corporate entity or tmnst. If this is the casc
then those controllers should also be considered (o be principals and identificd
accordingly,

C. The following information should be obtained in addilion to that required
10 verify the identity of the principals in respect of Retirement Benefil
Programmes, Mutuals/Friendly Societies. Cooperalives and Provident
Societies, Charities, Clubs and Associations, Trusts and Foundations and
Professional Intermediuries :

Name of account ;
Mailing address ;
Contact telephone and fax numbers |

Some form of olficial identification number, such as tax identification

number ;

Drescription ol the purpose/activities of the account holder as stated
in a formal conssitution ; and

Copy of documentation confirming the legal existence of the account

holder such as register of charities.
The {inancial institution should verify this information by at least one
of the following :

Obtainmg an independent undertaking [rom a reputable and known
lirim of faw yers or accauntants canlirming the doecuments submitted ;

Obtuining prior bank references : aud

vizssing public and private databases or official sources.

(i) Retiretent Benefit Programme

Where an occupational pension programme, employee benelit trust or
share option plan 1s an applicant for an account Lhe trusice and any other
person who has control ever the velationship such as the administrator,
progrumme manager, and account signateries should be considered as
principals and the financial insiitution should take steps o verify their

identitics,

(ii) Mutnal/Friendly, Cooperative and Provident Societics

Where these entities are an applican! for an account, the principals to be
identified should be considered to be those persons exercising contral or
significant influence gver e organisation’s assets. This often includes board
jmemhers, executives and secount signatories.
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(iif) Charities, Clubs and Associations

In the case ol accounts to be opened (or charities, clubs, and societies.
the financial institution should take reasonable steps to identily and verify at
least lwo sigoatories along with the institution itself. The principals who should
be identified should be considered 10 be those persons exercising control or
significant influencc over the organisation’s assels. This includes members
of the governing body or comumittee, the President. board members. the
treasurer. and all stgnatories.

In 41l cases, independent verification should be obtained that the persons
involved are true representatives of the institution. Independent confirmation
should also be abtained of the purpose of the institution.

(iv) Trusts and Foundations

When opening an account for a Trust, the tinancial institution should
ruke reasonable steps lo verify the trustee, the setllor of the trust (including
any persons setlling assels into the trust) any protector. beneficiary and
signatories: Bepeficiaries should be identifiedt when they are defined. In the
case of afoundation, sleps should be laken to verify the founder, the maunagers/
directors and the beneficiaries.

(v) Prfessional hwermediarics

When a professional intermediary opens a client account on behalf ol a
single client that client musl be identified. Professional intermediaries will
often open “pooled’ accounts on behall of a number of entities. Where [unds
held by the intermediary are not co-mingled bul where there are “snb-accounts™
which can be atiributlable to each benelicial owner, all beneficial owners of
the account held by the intermediary should be identified. Where the funds
are co-mingled, the financial mstitution should look throngh to the bencficial-
owners. However, there may be circumstances that the financial institution
may not look beyond the intermediary (e.g. when the intermediary is subject
to the same due diligence standards in respect of its client base as the financial
institulion).

Where such circumstances apply and an account is opcued for an open
or closed ended investment company (unit trust or limited partnership) also
subject 16 the sane due diligence standards in respect of its client base as the
financial institulion, the following sbould he considered as principals and the
linancial institution should take stcps to identity them :

The tund itsell ;
Its direclors or any controlling board, where it 15 4 company :
Its Truslee, where it is a Unit Trust :

Its managing (general) partner, where it is a limited partnership ;




Account signaiories ;

Any other person wha has contzol over the relationship such as fund
administralor or manager.

Where other investment vehicles are involved. the same steps should be
taken as in above (where it is appropriate w do so). In addition. all reasonable
sleps should be taken to verily the identity of the benelicial owners of the
funds and of those who have cantral over the funds.

Intermediaries should be reated as individual customers of the financial
institution and the standing of the intermediary should be separately verified
by obtaining the appropriae information itemised above.
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APPENDIX B

DEFINITION OF TERMS
For the proper understanding of this Regulation, certain terms used within are
defined as follows : '

% 1

i
Terms Definition
Applicant for Business The person or company seeking to establish a
‘business relationship’ or an occasional customer
undertaking a ‘one-off’ transaction whose
identity must be verified.

Batch transfer " A batch transfer is a transfer comprising a
number of individual wire (ransfers that are being
sent to the same finaneial institutions, but may/
‘may not be ultimately intended for different
persons, ' '

Beneficial owner Beneficial owner refers to the natural person(s}
who ultimately owns or conlrols a customer and/
or the person on whose behalf a transaction is
being conducted. It also incorporates those
persons who exercise ultimate effective contiol
over a legal person or arrangement.

Beneficiary Beneficiary owner refers to those natural
persons, or groups of natural persons who reeeive
charitable, humanitarian or other types of
assistance through the services of the NPO. They
include all trusts (other than charitable or
statutory permitted noun-charitable trusts) must
have beneficiaries, who may include the seitlor,
and a maximum time, known as the perpetuity
period, normally of 100 years.

Business Relationship ‘Business relationship’ is any arrangement
between the financial institution and the
applicant for business whose purposc is to
facilitate the carrying out ¢of transactipns between
the parties on a ‘frequent, habitual or regular’
basis aud where the monetary valug of dealings
in the course of the arrangement 1s iml, known or
capable of being ascertained at (hé outset.

—




Cross-bordertransfer

Designated calegories of offences

Designated non-financial
businesses and professions

Cr
wi
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oss-horder transfer means any wire lransfer
here (he originator and beneficiary institutions

are located in different jurisdietions, This term
also refers to any chain of wire transters that has

at

least one cross-border element.

Designated categories of offences means :

participalion in an organised criminal group
and rackeleering ;

terrorism, including terrorist financing ;
trafficking in human beings and migrant
smuggling ;

sexual expleitation, including sexual
exploitation of children ,

illicit trafficking in narcotie drugs and
psychotropic substances :

illicit arins trafficking ;

illicit rafficking in stolen and other goods ;
corruption and bribery ;

fraud ;

counterfeiting eurrency ;

counterfeiting and piracy of produclts :
eavironmental crime ;

murder, grievous bodily injury ;
kidnapping, illegal restraint and hostage-
taking ;

tobbery or theft ;

smuggling ;

extortion ;

forgery ;

piracy : and

insider trading and market manipulation.

Designated non-financial businesses and profes-
sions mean ;

{a

(b

) Casinos (which also includes internet
casines).
) Real estate agents,

(¢) Dealers in precious metals.
(d) Dealers in precious stones.
(e) Lawyers, notaries, other independent legal

prafessionals and accountants — this refers
Lo sole practitioners, partners or employed
professionals within professional firms. Itis
not meant to refer to “internal” professionals
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Domestic transfer

False declaration

that are employees of other types of
businesses, nor to professicnals working for
government ageneies, who may already be
subject o measures thar would combat
moeney launderieg.

(/) Trustand Company Scrviee Providers refers
lo-all persons or businesses that are not
covered elsewhere under this Regulution,
and which as a business, provide any of the
following services to third parties :

O acting as a formation agent ef legal persons

O acting as (or arranging {or another person to
act as) a director or secrelary of a company,
4 partner of a partnership. or a similar
position in relulion (o ather legal persons :

O providing a registered office: business
address or accommodation, correspondence
or administrative address for a company, a
partnership or any other legal person or
arrangement ;

O acting as (or arranging for another person to
act as) a trustee of an express trust

O  acting as (or arranging for another person o
acl as) a nomince shareholder for another
person.

Domestic transter means any wire transfer where
the originator and beneficiary institutions are
both located in Nigeria. This term therefore refers
Ley any chain of wire transfers that (akes place
entirely within Nigeria's borders, even though
the system used o effect the wire transfer may
be located in another jurisdiction.

False declaration refers to a misrepresentation
of the value of currency or bearer negotiable
instruments being transporied. or a
misrepresentation of other relevant data which
is asked for in the declaration or otherwise
requested by the authorities. This includes failing
to make a declaration as required.




False disclosure

The FATF Recommendations

Financial institurions
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False disclosure refers to a misrepresentation of
the valne of currency or bearer negotiable
instruments being transported. or a
misrepresentation of other relevant data which
is asked for in the disclosure or otherwise
requested by the authorities. This tncludes failing
to make a disclosure as required

The FATF Recommendations refers Lo the Forty .
Recommendalions and the Nine Special
Rccommendations on Terrorist Financing.

Financial institution means any person or cntity
who conducts as a business one ar more of the
following activities or operations for or on behal{
of a customer :

1. Acceptance of deposits and other repayahle
funds from the public.

. Lending.

. Financial leasing,

. The transfer of money or valne.

. Issning and managing means of payment {e.g.
credil and debit cards, cheques, traveller’s
cheques, money orders and bankers' drafts,
electronic money).

6. Financial guarantees and commitments.

7. Trading in :

{a) money market instruments (cheques, bills,

CDs, derivatives etc.)

(b} foreign exchange ;

(c) exchange, interest rate and index instruments ;

(d) transferable securities :

(¢) commodity futures trading.

8. Participation in securities issues and the
provision of financial services related (o such
I1SSUCS.

9. Individual and collective partfolio
managerment.

[0. Safekeeping and administration of cash or
liquid securities on beha'f of other persons.

11. Otherwise investing. administering or
managing funds or money on behalf of other
persons.

12. Underwriting and placement of life iusurance
and other investment related insurance.

[ AR PR N6}
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Funds Travsfer

Legal arrangement

Legal persons

Non-profti Organizations/

Non-governmental Oirganizalions

Originator

One-off Transaction

Payable throngh account

13. Money and currency changing. The list is
not exhaustive but subject to the definifion
contained in BOFLA 2004.

The terim {unds transfer refers w any transaction
carried out on behalf ol un originator person
(both natural and iegal) through a financial
institution by electronic means with a view to
making an amount of money available to a
beneficiary person at another financial
institution. The originator and the beneficiary
may be the same person.

Legal arrangement refers to express trusts or
ather similar legal arrangements,

Legal persons refer to hodies corporate.
foundations, partnerships, or associalions, or any
similar bodies that can establish a permanent
customer rclationship with a financial institution
or otherwise own propeity.

The term nem-profit organization/non-governme-
ntal organization refers to a legal entity or
organisation that primarily engages in raising or
disbursing funds for purposes such as charitable,
religious. cultural, educational, social or fraternal
purposes. or for the carrying out of other types
of “good works.

The criginator is the account holder, or where
there is no accounl, the person (natural or legal)
that places the order with the financial institution
to perform the wire transfer.

A ‘one-off transaction’ means any transaction
carried oul other than in the course of an
established business relationship. It is important
to determine whether an applicant for business
is undertaking a one-off transaction or whether
the transaction is or will he a part of a business
relationship as this can affect the identificalion
requirements.

Puyable through account refers 1o correspondent
accounts that are used directly by third parties
to transact business on their own behalf.




Proceeds

Propeity

Risk

Settlor

Shell bank

Terrorisi
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Proceeds refer to any properly derived {rom or
obtained, directly or indirectly, through the
cominission of an offence.

Property means assets of every kind, whether
carporeal or incorporeal, moveable or
iminoveable, tangible or intangible, and legal
documents or insiruments evideneing litle to, or
intercst in such assets.

All references 1o risk in this Regulation refer to
the risk of money laundering and/or terrorist
financing.

Setllors are persans or companies who transfer
ownership af their assels to trusiees by means of
a trust deed. Where the (rustees have some
discretion as to the investment and distribution
of the trusls assets. he deed may be accompanied
by a non-legally binding letter setling onl what
the settlor wishes to be done with the asscls.

Shell bank means a bank that has no physical
presence in the country in which it is incorporated
and licensed, and which 1s unaffiliated with a
regulaled financial services group that is subject to
eifective consolidated supervision. Physical
presence means meaningful mind and management
located within a conntry. The existence simply of a
local agent or low level staff does nol conslitute
physical presence.

[t refers to any natural person whe : ({) commits, or
alfernpts to comimil. terrorist acts by any means,
direetly orindirectly, unlawfully and willfully ; (i)
participates s an accomplice in lerrorist acts ; (i/7)
organises or directs others to commit terrorist acts ;
or {{v) conlributes o the commussion of terrorist
acts by a group of persons acting with a common
purpose where the contribution is made
intentionally and with the aim of furthering the
terrorist act or with the knowledge of the intention
of the group to commit a terrorist act.
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Terrorist act

Terrorist financing

Terrorist financing offence

Terrorist organization

A terrorist act includes bul are not limited to :
(i) An act which constitutes an offence within the
scope of, and as defined in one of the following
weaties: Convention for the Suppression of
Unlawful Seizure of Aircraft (1970), Convention
for the Suppression of Unlawful Acts against the
Salety of Civil Aviation (1971), Convention on the
Prevention and Punishment of Crimes against
Internationally Protected Persons, including
Diplomatic Agents (1973}, Intcrnational
Convention against the Taking of Hostages (1979),
Convention on the Physical Protection of Nuclear
Material (1980}, Protocel for the Suppression of
Unlawful Acts of Violence at Airports Serving
International Civil Aviation, supplementary to the
Convention for the Suppression of Unlawful Acts
against the Safery of Civil Aviation {1988),
Convention for the Suppression ot Unlawlul Actz
against (he Safety of Maritime Navigation (1988),
Protocol for the Suppression of Unlawful Acts
against the Safety of Fixed Platforms located on
the Continental Shelf (1988), and the International
Convenlion for the Suppression of Terrorist
Bombings {1997) . and (if) any other act intended
to cause death or serious bedily injury to a civilian,
or to any other person not taking an active part in
the hostilities in a situation of armed conflict, when
the purpose of such act, by its nature or context, is
to intimidate a population, or to compel a
Government or an international organisation to do
or to abstain from doing any act.

Terrorist financing (FT) includes the financing,
of terrorist acts, and of terrorists and terrorist
organizations.

A terrorist financing {FT) offence refer not only
10 the primary offence or offences, but also to
ancillary offences.

Refers to any group of lercorists that :

(/) commits; or altempts to commit, terrorist acls
by any means, directly or indirectly, unlawfully
and wilfully ; (i} pariicipates as an accomplice
in terrorist acts : (iif) organises or directs others




Those who finance Tervorism

Trustee

Unigue fdentifier

Wire transfer
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to commit terrorist acts : or ({v) contributes to
the commission of terrorist acts by a group of
persons aeting with a common purpose where
the contribution is made intentionally and with
the aim of furthering the terrorist act or with the
knowledge of the intention of the group to
comimit & terrorist act.

Those who finance terrorisim refers to any person,
group, undertaking or other entity that provides
or collects, by any means, directly or indirectly,
funds or other assets that may be used, in full or
in part, to facilitate the commission of tervorist
acts, ar Lo any persons or entilies acting on hehalf
of. or at the direction of such persons, groups,
undertakings or other entities. This includes
those who provide or collect funds or other assets
with the intention that they should be used or in
the knowledge thal they are to he used. in full or
in part, in order to carry out terrorist acts.

Truslees, include paid professionals or
companies or unpaid persons who hold the asscts
in a trust fund separate [rom their own assels.
They invest and dispose of them in accordance
with the settlor’s trust deed, taking account of
any letter ol wishes. Therc may also be a
protector who may have power to velo the
Lrustees proposals or remove them, and/or a
custodian trustee, whe holds the assets 1o the
order of the managing trustees.

A unique identifier refers to any unique
cambination of letters, numbers or symhols that
refer 1o a specific originator.

The tern wire transfer refers to any transaction
carried out on behalf of a1 originator person
(bath natural and legal} through a financial
institution by electronic means with a view to
making an amount of money available to a
beneficiary person at another financial
institution. The originator and the beneficiary
may be the same person,
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Introduction.

Suspicious
Trausactions
“Red Flaps™

APPENDIX C:

MONEY LAUNDERING AND TERRORIST FINANCING “RED
. FLAGS”
1. Monitoring and reporting of suspicious transactions is key to AML/
CFT elfectiveness and compliance. Finaneial institutions are, therefore,
required to put in place effective and efficient transaction monitoring
programines to facilitate (the process.

Althongh the types of transactions which could be used for money
laundering are numerous, il is possible to identify cerlain basic Featnres which
tend to give reasonible cause for suspicion of money laundering.

This appendix, which lists various transaclions and activities that indicate
potential money liundering, is not exhaustive. It does reflect the ways in
which money launderers have been known (o operate.

Transactions or activities highlighted in this list are not necessarily
indicative of actual money laundering if they are consistent with a customer’s
legitimate business. Identification of any of the types of (ransactions listed
here should put financial institutions on enquiry and provoke further
investigation to determine their true legal status.

2.—(i) Putential Transuctions Perceived or Identified as Suspicious

» Transactions involving high-risk countries vulnerable to money
laundering, subject to this being confirmed.

* Transactions involving sbell companies.
» Transactions with correspondents thal have been identified as higher risk.

« Large transaction activity involving monetiry instruments such as
traveller’s chegues. bank drafts, money order, particularly those that are
serially numbered.

= Transaction aclivity involving amounts thiat are just below the stipulated
reporting threshold or enquiries that appear to test an institution’s own
internal monitoring threshold or controls.

(i) Money Laundering Using Cash Transactions

* Significant increases in casb deposits of an individual or corporate
entily without apparent cause. particularly if such deposits are subsequently
transferred witbin a short period out of the account 1o a destipation not
normally associated with the customer. :

+ Unusually large cash deposits made by an individual or a corporate
entity whose normal business is transacted by cheques and other non-cash
instruments.




* Frequent cxchunge of cash into other currencies.

* Custamers who deposit cash through many deposit slips such that the
amount of each deposit is relatively small. the overall total is quite
signilicant.

= Customers whose deposils contain forged currency notes or
instruments.

* Customers who regularly deposit cash 1o cover applications for bank
drafts.

* Customers making large and frequent cash deposits but with cheques
always drawn in Favour of persons not usually asseeiated with their Lype
of business.

+ Customers who request to exchange large quanlities of low
denomination banknotes for those of higher denominations.

* Branches of banks that tend to have far more cash transactions than
usual. even after allowing for seasonal factors.

= Customers ransferring large sums of money o or trom overseas
locations with instructions for payment in cash.

(ifi) Money Laundering Using Deposii Accounts

The following (ransaclions may indicate possible money laundering,
especially if they are inconsistent with a customer’s legitimate business :

« Minimal. vague or fictitious information provided by a customer that
the deposil money bank is not in a position to verify.

» Lack of relerence or identiflication in support of an account opening
application by a person who is unable or unwilling (o provide the required
documentalion.

* A prospeclive custorner does not have a Jocal residential or business address
and there is no appivent legitimate reason for opening a bank aceount.

» Customers maintaming multiple accounts at a bank or different banks
for no apparent legitimale reason or business rationale. The accounts may
be in the saine names or have diflerent signatories.

» Customers depositing or withdrawing large amounts of cash with no
apparent business source or in o manner inconsistent with the nature and
volume of the business.

« Accounts with lurge voliunes of aclivity but low balances or (requently
overdrawn positions.

» Customers making large deposits and maintaining large balances with
no apparent rationale.
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+ Customers who make numerous deposils inte accounts and soon
thereafter request for electronic transfers or cash movement from those
accounts to other accounts, perhaps in other countries, leaving only small
bulances. Typically, these transactions are nol consistent with the customers’

legitimate business needs.

* Sudden and unexpected increase in account activity or balunce arising
from deposit of cash and non-cash items. Typically, such an account is
opened with a small amount which subsequently increases rapidly and
significantly

+ Accounts that are used as temporary repositories for lunds that are
subsequently transferred outside the bank to foreign accounts. Such
accounts often have low activity.

* Customer requests for early redemption of certificates of deposit or
other investment soon atter the purchase, with the customer being willing
Lo suffer loss of interest or incur penalties for premature realization of
investment.

+ Custamer requests for disbursement of the proceeds of certificales of
deposit or other investments by multiple cheques, each below the stipulated
reporting threshold.

* Retail businesses which deposit many cheques into their accounts bui
with little or no withdrawals to meet daily business needs,

* Frequent deposits of large amounts of currency, wrapped in currency
straps that have been stamiped by other banks

= Substantial cash deposits by professional customers into client, trust
OF ESCIOW ACCOUNIS.

 Customers who appear Lo have accounts with several institutions wilhin
the same locality, especially when the institution is aware of a regular
consolidation process from such accounts prior 10 a request for onward
transmission of the funds.

* Large cash withdrawals from a previously dormant/inactive account,
or from an account which has just received an unexpected large eredit
from abroad.

= Greater use of safe deposit facilities by individuals, particularly the
use of sealed packets which are deposited and soon withdrawn.

« Substantial increase in deposits of cash or negotiable instruments by a
professional [irm or company. using client accounts or in-house company
or trust accounts, especially if the deposits are promptly transferred between
other client company and trust accounts.
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* Large number of individuals making payments into the same account without an
adequate explanation.

» High velocity of lunds that reffects the large volume of money iTowing through an
aceount.

* An account opened i the name ol a money changer that receives deposits.

= An account operaied in the name of an olf-shore company with structured movemernl
of Tunds.

(iv) Trade-Based Money Laundering

= Over and under-invoieing of goads.

* Multiple inveoicing ol goods and services.

* Over und under-ivoicing of goods and services.

* Falsely described goods and services and “phantom™ shipments whereby the exporter
does not ship any goods.at all after payments had been made, particularly under confirmed
letters of credite™ - 4

* Transter pricing,.

= Transaction structure appears unnecessarily complex and designed to obscure the
true nature ol the transuction.

= [tems shipped are inconsistent with the nature of the custamer’s normal business
and the transaction lacks an obvious economic rationale.

* Customer requests payment of procegds to an unrelated thard party.

= Significantly amended letters of credit witheut reasonable justification or changes
1o the beneficiary or location of payment.

(v) Lending Activity
* Customers who repay problem loans unexpectedly.

¢ A customer who is reluciant or refuses to state the purpose of a loan or the source of
repayment or provides a questionable purpose and/or source of repayment.

« Loans secured by pledged assets held by third partizs unrelated to the borrower.

= Loans secured by deposits or other readily marketable assets, such as securities,
particularly when owned by apparently unrelated third parties.

» Loans are made for, or are paid on behalf of. a third party with no reasonable
explanation.

» Loans lack a legitimate business purpose, provide the bank with significant fees for
assuming minimal risk. or tend (o obscure (he movement of funds (e.g. loans made to a
boarrower and immediately sold to an entity-related to the borrower).
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(vi) Terrorist Financing “Red flugs”

* Persons involved in currency transactions share an address or phone
numnber. purticularly when the address is also a bus.ness location or does
not seem to carrespond to the stated occupation (e.g., student, unemployed,

or self-employed).

* Financial nonsaction by a nonprofit or charitable organisation, lor
which there uppears 1o be no logical economic purpose or for which there
appears 1 be no link between the stated activity of the organisiation and
other purties in the transaction.

+ A safe deposit box opened on behalf of a cormmmercial entity when the
business activity ol the customer is unknown or such activity does not
appeir to justfy the use of a safe deposit box.

= Large number of incoming or outgeing funds wanslers tukes place
through a business account. and there appears to be no logical business or
other economic purpose for the anslers, paricularly when this activity
involves designated high-risk locations.

* The stated occupation of the customer 15 inconsistent with the Lype
and level of secount activity.

+ Funds transfer docs not include information on the originator, or the
persan on whose behalf the transacrion is conducied, the inclusion of which
should ordinarily be expected.

« Multiple personal and husiness accounts or the accounts ol nonprofit
arganisations or charities are used to colleet and funnel funds to a small
number of foreign beneficiaries.

* Foreign exchange transaclions are performed on behatf of 4 customer

by u third party, lollowed hy funds translers (o locations having no apparent
business connection with the customer or t@ high-risk countries.

* Funds generated by a business owned by persons of the same origin or
by a business that involves persons of the same ovigin from designated high-
risk countries.

(vid) Other Unustial or Suspicious Activities

« Employee exhibits a lavish lifestyle that cannol be justificd by his/her
sulary.

» Employee fails w comply with approved operating guidelines,
particelarly in private baitking,

» Employee is reluctant to take a vacation.




* Safe deposit boxes or safe custody accounts opened by individuals
who do not reside or work in the institution’s service area despite the
availability of such services at an institution closer to them,

* Customer rents multiple safe deposit boxes to store large amounts of
currency, monetary instruments, or high value assets awaiting conversion to
currency, for placement in the banking system.

« Customer uses a personal account for business purposes.
* Official Embassy business is conducted through personal accounts.
* Embassy accounts are funded through substantial currency transactions.

* Embassy accounts directly fund personal expenses of foreign nationals.

Mape at Abuja this 23rd day of December, 2009,

Sanust LaMipo Sanusi
Governor, Central Bank of Nigeria

B 1469




	Circular to Banks and Other Financial Institutions  Revised CBN Anti-Money Laundering
	Manual 1a.pdf

